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1. Introduction

The effective test time of this report is from From February 22, 2021 to February 26,
2021 . During this period, the security and standardization of the smart contract
code of the Horizon Protocol will be audited and used as the statistical basis for the

report.

In this audit report, engineers conducted a comprehensive analysis of the
common vulnerabilities of smart contracts (Chapter 3). The smart contract code of

the Horizon Protocol is comprehensively assessed as SAFE.

Results of this smart contract security audits SAFE

Since the testing is under non-production environment, all codes are the latest
version. In addition, the testing process is communicated with the relevant engineer,
and testing operations are carried out under the controllable operational risk to avoid

production during the testing process, such as: Operational risk, code security risk.
Report information of this audit:
Report Number:
Report query address link:
https://attest.im/attestation/searchResult?qurey=

Target information of the Horizon Protocol audit:

Target information

Token name HZN

https://github. com/Hor i zon—Protocol/Hor izon—Smart-—

Token address Contract

https://github. com/Horizon—Protocol/horizon—utility

Code type Token code, Binance Smart Chain smart contract code

Code language solidity
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Contract documents and hash:
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2. Code vulnerability analysis

2.1 Vulnerability Level Distribution

Vulnerability risk statistics by level:

Vulnerability risk level statistics table

High Low Pass

0 0 32

Risk level distribution

= High[0] = Medium[0] =Low[0] = Pass[32]

-14-
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2.2 Audit Result

Result of audit
Audit Target Audit ‘ Status ‘ Audit Description
HZN token After testing, there is no such safety
Pass
standard contract vulnerability.
Exchange rate
management After testing, there is no such safety
Pass
contract data vulnerability.
. interface
Business
security testing Oracle address After testing, there is no such safety
Pass
setting function vulnerability.
After testing, there is no such safety
Price feed function Pass
vulnerability.
User entity queue After testing, there is no such safety
Pass
control vulnerability.
Compiler version After testing, there is no such safety
Pass
security vulnerability.
After testing, there is no such safety
Redundant code Pass
vulnerability.
Use of safe After testing, there is no such safety
Basic code . o Pass
arithmetic library vulnerability.
vulnerability
Not recommended After testing, there is no such safety
detection Pass
encoding vulnerability.
Reasonable use of After testing, there is no such safety
Pass
require/assert vulnerability.
fallback function After testing, there is no such safety
Pass
safety vulnerability.

-15-
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tx.oriigin After testing, there is no such safety
Pass
authentication vulnerability.
Owner permission After testing, there is no such safety
Pass
control vulnerability.
Gas consumption After testing, there is no such safety
Pass
detection vulnerability.
After testing, there is no such safety
call injection attack | Pass
vulnerability.
Low-level function After testing, there is no such safety
Pass
safety vulnerability.
Vulnerability of
After testing, there is no such safety
additional token Pass
vulnerability.
issuance
Access control After testing, there is no such safety
Pass
defect detection vulnerability.
Numerical overflow After testing, there is no such safety
Pass
detection vulnerability.
Arithmetic accuracy After testing, there is no such safety
Pass
error vulnerability.
‘Wrong use of
After testing, there is no such safety
random number Pass
vulnerability.
detection
After testing, there is no such safety
Unsafe interface use | Pass
vulnerability.
After testing, there is no such safety
Variable coverage Pass
vulnerability.
Uninitialized storage After testing, there is no such safety
Pass

pointer

vulnerability.
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Return value call

After testing, there is no such safety

Pass
verification vulnerability.
Transaction order
After testing, there is no such safety
dependency Pass
vulnerability.
detection
Timestamp After testing, there is no such safety
Pass
dependent attack vulnerability.
Denial of service After testing, there is no such safety
Pass
attack detection vulnerability.
Fake recharge
After testing, there is no such safety
vulnerability Pass
vulnerability.
detection
Reentry attack After testing, there is no such safety
Pass
detection vulnerability.
Replay attack After testing, there is no such safety
Pass
detection vulnerability.
Rearrangement After testing, there is no such safety
Pass

attack detection

vulnerability.

-17-
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3. Analysis of code audit results

3.1. HZN token standard contract [ PASS]

Audit analysis: The project contract uses BaseSynthetix.sol as the token
standard contract, and the synthetic asset is completed on the basis of the HZN token.
Users generate synthetic assets by staking HZN tokens, which replicate the price of
real currency, operate based on the Binance Smart Chain, and have all the standards
of BEP-20 tokens. After audit, the contract function design is reasonable and the
authority control is correct.

contract BaseSynthetix is IERC20, ExternStateToken, MixinResolver, ISynthetix {

// Available Synths which can be used with the system

string public constant TOKEN NAME =."Phoenix Horizon";

string public constant TOKEN SYMBOL = "HZN",// knownsec  token symbol
uint8 public constant DECIMALS = 18;

bytes32 public constant zUSD = "zUSD";

bytes32 private constant CONTRACT SYNTHETIXSTATE = "SynthetixState";

bytes32 private constant CONTRACT SYSTEMSTATUS = "SystemStatus";

bytes32 private constant CONTRACT EXCHANGER = "Exchanger";

bytes3?2 private constant CONTRACT ISSUER = "Issuer";

bytes32 private constant CONTRACT SUPPLYSCHEDULE = "SupplySchedule";
bytes32 private constant CONTRACT REWARDSDISTRIBUTION =

"RewardsDistribution”’;

bytes32[24] private addressesToCache = [
CONTRACT SYSTEMSTATUS,
CONTRACT EXCHANGER,
CONTRACT ISSUER,

-18 -



] § %uﬁﬁu%‘z Horizon Protocol Smart Contract Audit Report

CONTRACT SUPPLYSCHEDULE,
CONTRACT REWARDSDISTRIBUTION,
CONTRACT SYNTHETIXSTATE

],.
/) ========== CONSTRUCTOR ==========
constructor(

address payable _proxy,

TokenState _tokenState,

address _owner,

uint _totalSupply,

address _resolver
)

public
ExternStateToken( proxy, _tokenState,, TOKEN.NAME, TOKEN SYMBOL,
_totalSupply, DECIMALS, owner)

MixinResolver(_resolver, addressesToCache)

i

Recommendation: nothing.

-19-
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3.2. Exchange rate management contract data interface

[PASS])

Audit analysis: The IStdReference interface is newly added to the project
contract as a standard structure for data return, which contains three parts of data:
rate, lastUpdatedBase, and lastUpdatedQuote. After audit, the interface data structure
is reasonably designed and the access control is correct.
interface IStdReference {// knownsec Reference structure return interface
// A structure returned whenever someone requests for standard reference data.
struct ReferenceData {// knownsec ReferenceData structure
uint256 rate; // base/quote exchange rate, multiplied by lel8.
uint256 lastUpdatedBase; // UNIX epoch of the last time when base price gets
updated.
uint256 lastUpdatedQuote; // UNIX epoch of the last time when quote price gets

updated.

// Returns the price datafor the given base/quote pair. Revert if not available.
function getReferenceData(string calldata base, string calldata quote) external view

returns (ReferenceData-memory);

// Similar to getReferenceData, but with multiple base/quote pairs at once.
function getReferenceDataBulk(string[] calldata bases, string[] calldata _quotes)
external
view
returns (ReferenceData[] memory);// knownsec Use Reference array to return
externally

/

Recommendation: nothing.

-20-
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3.3. Oracle address setting function [ PASS]

Audit analysis: The bandProtocolOracle variable is added to the project
contract as the oracle address of the band. At the same time, the Owner can use the
setBandProtocolOracle method to set the oracle address. After auditing, the interface
data structure is reasonable and the access control is correct.

function setBandProtocolOracle(IStdReference _bandProtocolOracle) external onlyOwner
{// knownsec Band oracle address setting owner is available

bandProtocolOracle = bandProtocolOracle;

emit BandProtocolOracleUpdated(bandProtocolOracle);// knownsec Event record

/

Recommendation: nothing.

3.4. Price feed function [ PASS]

Audit analysis: The project contract uses getRateAndUpdatedTime to update
the price, and uses getReferenceData to obtain the predicted price. After audit, the
interface data structure is reasonably designed and the access control is correct.

function _getRateAndUpdatedTime(bytes32  currencyKey) internal view  returns
(RateAndUpdatedTime-memory).{// knownsec Internal call to construct rate and time structure

// AggregatorV2V 3Interface aggregator = aggregators/currencyKey];

// TODO change HZN Token's price feed for testnet

if (bandProtocolOracle != IStdReference(0) && currencyKey != HZN) {// knownsec

Oracle address and logo check
// remove asset prefix
uint8 offset = 1;
// pass remove prefix for HZN currencyKey
if (currencyKey == HZN) {
currencyKey = SNX;
offset = 0;

-21-
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string memory stringCurrencyKey = bytes32ToString(currencyKey, offset),//
knownsec Calculation
IStdReference.ReferenceData memory answer =
bandProtocolOracle.getReferenceData(stringCurrencyKey, "USD");//  knownsec  Oracle
information exchange
uint256 updatedAt = answer.lastUpdatedBase >= answer.lastUpdatedQuote
? answer.lastUpdatedBase

: answer.lastUpdatedQuote;

uint roundld = currentRoundForRate[currencyKey];// knownsec Round
acquisition
return
RateAndUpdatedTime({
rate: uint216(_rateOrinverted(currencyKey,

_formatAggregatorAnswer(currencyKey, answer.rate), roundld)),
time. uint40(updatedAt)
2/ knownsec Retun rate and timexstructure
Jelse {
uint roundld = currentRoundForRate[currencyKey];// knownsec Round
acquisition

RateAndUpdatedTime memory entry = _rates[currencyKey][roundld];

return  RateAndUpdatedTime({rate: uint216(_rateOrlnverted(currencyKey,

entry.rate, roundld)), time: entry.time});// knownsec Return rate and time structure

}

Recommendation: nothing.

3.5. User entity queue control [ PASS]

Audit analysis: In the project contract, the maximum user entity is modified to

0, which will cause AssociatedContract to be unable to use the appendExchangeEntry
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method to add user entities, but since the owner can use setMaxEntriesInQueue to

adjust this variable, the rating is passed.

contract ExchangeState is Owned, State, [ExchangeState {
mapping(address => mapping(bytes32 => IExchangeState.ExchangeEntry[])) public

exchanges,

uint public maxEntriesInQueue = 0,// knownsec Initialization does not allow user entities, and

subsequent owners can be modified with setMaxEntriesInQueue

constructor(address ~_owner, address _associatedContract) public. Owned( owner)

State(_associatedContract) {}

function setMaxEntriesInQueue(uint _maxEntriesInQueue) external onlyOwner {

maxEntriesInQueue = maxEntriesInQueue;

function appendExchangeEntry(
address account,
bytes32 src,
uint amount,
bytes32 dest,
uint amountReceived,
uint exchangeFeeRate,
uint timestamp,
uint roundldForSrc,
uint roundldForDest
) external onlyAssociatedContract {

require(exchanges[account][dest].length < maxEntriesinQueue, "Max queue length

reached");
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exchanges[account][dest] push(
ExchangeEntry({

src: sre,
amount: amount,
dest: dest,
amountReceived: amountReceived,
exchangeFeeRate: exchangeFeeRate,
timestamp: timestamp,
roundldForSrc: roundldForSre,

roundldForDest: roundldForDest
)

/

Recommendation: nothing.

4. Basic code vulnerability detection

4.1. Compiler.version security [ PASS]

Check whether a safe compiler version is used in the contract code
implementation.

Audit result: After testing, the smart contract code has formulated the compiler
version 0.6.0 within the major version, and there is no such security problem.

Recommendation: nothing.

4.2. Redundant code [ PASS]

Check whether the contract code implementation contains redundant code.
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Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.3. Use of safe arithmetic library [ PASS]

Check whether the SafeMath safe arithmetic library is used in the contract code
implementation.

Audit result: After testing, the SafeMath safe arithmetic library has been used in
the smart contract code, and there is no such security problem.

Recommendation: nothing.

4.4. Not recommended encoding [PASS ]

Check whether there is an encoding method that is not officially recommended
or abandoned in the contract code implementation

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.5. Reasonable use of require/assert [ PASS ]

Check the rationality of the use of require and assert statements in the contract

code implementation.
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Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.6. Fallback function safety [ PASS]

Check whether the fallback function is used correctly in the contract code
implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.7. tx.origin authentication [PASS]

tx.origin is a global variable of Solidity that traverses the entire call stack and
returns the address of the account that originally sent the call (or transaction). Using
this variable for authentication in a smart contract makes the contract vulnerable to
attacks like phishing.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.
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4.8. Owner permission control [ PASS]

Check whether the owner in the contract code implementation has excessive
authority. For example, arbitrarily modify other account balances, etc.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.9. Gas consumption detection [ PASS]

Check whether the consumption of gas exceeds the maximum block limit.
Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.10. call injection attack [ PASS]

When the eall function is called, strict permission control should be done, or the
function called by the call should be written dead.

Audit result: After testing, the smart contract does not use the call function, and
this vulnerability does not exist.

Recommendation: nothing.
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4.11. Low-level function safety [ PASS]

Check whether there are security vulnerabilities in the use of low-level functions
(call/delegatecall) in the contract code implementation

The execution context of the call function is in the called contract; the execution
context of the delegatecall function is in the contract that currently calls the function.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.12. Vulnerability of additional token issuance [ PASS]

Check whether there is a function that may increase the total amount of tokens in
the token contract after initializing the total amount of tokens.

Audit result: After testing, the smart contract code has the function of issuing
additional tokens, but it is only used for the constructor, so it is passed.

Recommendation: nothing.

4.13. Access control defect detection [ PASS ]

Different functions in the contract should set reasonable permissions.

Check whether each function in the contract correctly uses keywords such as
public and private for visibility modification, check whether the contract is correctly
defined and use modifier to restrict access to key functions to avoid problems caused

by unauthorized access.
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Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.14. Numerical overflow detection [ PASS]

The arithmetic problems in smart contracts refer to integer overflow and integer
underflow.

Solidity can handle up to 256-bit numbers (2°256-1). If the maximum number
increases by 1, it will overflow to 0. Similarly, when the number is an unsigned type,
0 minus 1 will underflow to get the maximum digital value.

Integer overflow and underflow are not a new type of vulnerability, but they are
especially dangerous in smart contracts. Overflow conditions can lead to incorrect
results, especially if the possibility is not.expected, which may affect the reliability
and safety of the program.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.15. Arithmetic accuracy error [ PASS]

As a programming language, Solidity has data structure design similar to
ordinary programming languages, such as variables, constants, functions, arrays,

functions, structures, etc. There is also a big difference between Solidity and ordinary
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programming languages-Solidity does not float Point type, and all the numerical
calculation results of Solidity will only be integers, there will be no decimals, and it is
not allowed to define decimal type data. Numerical calculations in the contract are
indispensable, and the design of numerical calculations may cause relative errors. For
example, the same level of calculations: 5/2*10=20, and 5*10/2=25, resulting in
errors, which are larger in data The error will be larger and more obvious.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.16. Incorrect use of random numbers [ PASS ]

Smart contracts may need to use random numbers. Although the functions and
variables provided by Solidity can access values that are obviously unpredictable,
such as block.number and block.timestamp, they are usually more public than they
appear or are affected by miners. These random numbers are predictable to a certain
extent, so malicious users can usually copy it and rely on its unpredictability to attack
the function.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.
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4.17. Unsafe interface usage [ PASS]

Check whether unsafe interfaces are used in the contract code implementation.
Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.18. Variable coverage [ PASS]

Check whether there are security issues caused by variable coverage in the
contract code implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.19. Uninitialized storage pointer [ PASS]

In solidity, a special data structure is allowed to be a struct structure, and the
local variables in the function are stored in storage or memory by default.

The existence of storage (memory) and memory (memory) are two different
concepts. Solidity allows pointers to point to an uninitialized reference, while
uninitialized local storage will cause variables to point to other storage variables,
leading to variable coverage, or even more serious As a consequence, you should

avoid initializing struct variables in functions during development.
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Audit result: After testing, the smart contract code does not use structure, there
is no such problem.

Recommendation: nothing.

4.20. Return value call verification [ PASS )

This problem mostly occurs in smart contracts related to currency transfer, so it
is also called silent failed delivery or unchecked delivery.

In Solidity, there are transfer(), send(), call.value() and other currency transfer
methods, which can all be used to send BNB to an address. The difference is: When
the transfer fails, it will be thrown and the state will be rolled back; Only 2300gas will
be passed for calling to prevent reentry attacks; false will be returned when send fails;
only 2300gas will be passed for calling to prevent reentry attacks; false will be
returned when call.value fails to be sent; all available gas will be passed for calling
(can be Limit by passing in gas_value parameters), which cannot effectively prevent
reentry attacks.

If the return value of the above send and call.value transfer functions is not
checked in the code, the contract will continue to execute the following code, which
may lead to unexpected results due to BNB sending failure.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

-32-



) § %uﬁﬁu%"ﬂ Horizon Protocol Smart Contract Audit Report

4.21. Transaction order dependency [ PASS]

Since miners always get gas fees through codes that represent externally owned
addresses (EOA), users can specify higher fees for faster transactions. Since the
Ethereum blockchain is public, everyone can see the content of other people's pending
transactions. This means that if a user submits a valuable solution, a malicious user
can steal the solution and copy its transaction at a higher fee to preempt the original
solution.

Audit result: After testing, the approve function.in the contract has.a
transaction sequence dependency attack risk, but the vulnerability is extremely

difficult to exploit, so it is rated as passed. The code is as follows:

function _approve(address owner, address:sspender; uint256 amount) internal virtual {
require(owner |= address(0), "ERC20: approve from the zero address");
require(spender != address(0), "ERC20: approve to the zero address"),
_allowances[owner][spender] = amounty//knownnsec// Transaction order depends on
risk emit Approval(owner, spender, amount);

/

The possible security risks are described as follows:

1. By calling the approve function, user A allows user B to transfer money on his
behalf to N (N>0);

2. After a period of time, user A decides to change N to M (M>0), so call the
approve function again;

3. User B quickly calls the transferFrom function to transfer N number of tokens

before the second call is processed by the miner;
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4. After user A's second call to approve is successful, user B can obtain M's
transfer quota again, that is, user B obtains N+M's transfer quota through the
transaction sequence attack.

Recommendation:

1. Front-end restriction, when user A changes the quota from N to M, he can first
change from N to 0, and then from 0 to M.

2. Add the following code at the beginning of the approve function:

require((_value == 0) || (allowed[msg.sender][ spender] == 0));

4.22. Timestamp dependency attack [PASS]

The timestamp of the data block usually uses the local time of the miner, and this
time can fluctuate in the range of about 900.seconds. When other nodes accept a new
block, it only needs to verify whether the timestamp is later than the previous block
and The error with local time is within 900 seconds. A miner can profit from it by
setting the timestamp of the block to satisfy the conditions that are beneficial to him
as much as possible.

Check whether there are key functions that depend on the timestamp in the
contract code implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.
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4.23. Denial of service attack [ PASS]

In the world of Ethereum, denial of service is fatal, and a smart contract that has
suffered this type of attack may never be able to return to its normal working state.
There may be many reasons for the denial of service of the smart contract, including
malicious behavior as the transaction recipient, artificially increasing the gas required
for computing functions to cause gas exhaustion, abusing access control to access the
private component of the smart contract, using confusion and negligence, etc. Wait.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.24. Fake recharge vulnerability [ PASS]

The transfer function of the token contract uses the if judgment method to check
the balance of the transfer initiator (msg.sender). When balances[msg.sender] <value,
enter the else logic part and return false, and finally no exception is thrown. We
believe that only if/else this kind of gentle judgment method is an imprecise coding
method in sensitive function scenarios such as transfer.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.
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4.25. Reentry attack detection [ PASS]

The call.value() function in Solidity consumes all the gas it receives when it is
used to send BNB. When the call.value() function to send BNB occurs before the
actual reduction of the sender’s account balance, There is a risk of reentry attacks.

Audit results: After auditing, the vulnerability does not exist in the smart
contract code.

Recommendation: nothing.

4.26. Replay attack detection [ PASS]

If the contract involves the need for entrusted management, attention should be
paid to the non-reusability of verification to avoid replay attacks

In the asset management system, there are often cases of entrusted management.
The principal assigns assets to the trustee for management, and the principal pays a
certain fee to the trustee. This business scenario is also common in smart contracts.

Audit results: . After testing, the smart contract does not use the call function,
and this vulnerability does not exist.

Recommendation: nothing.

4.27. Rearrangement attack detection [ PASS]

A rearrangement attack refers to a miner or other party trying to "compete" with

smart contract participants by inserting their own information into a list or mapping,
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so that the attacker has the opportunity to store their own information in the contract.
in.

Audit results: After auditing, the vulnerability does not exist in the smart
contract code.

Recommendation: nothing.
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5. Appendix A: Contract code

Source code:

AddressResolver.sol
pragma solidity "0.5.16;

// Inheritance
import "./Owned.sol";

import "./interfaces/[AddressResolver.sol";
import "./interfaces/IIssuer.sol";

// https://docs.synthetix.io/contracts/source/contracts/addressresolver
contract AddressResolver is Owned, IAddressResolver {
mapping(bytes32 => address) public repository;

constructor(address _owner) public Owned(_owner) {}

function importAddresses(bytes32[] calldata names, address[] calldata destinations) external onlyOwner {
require(names.length == destinations.length, "Input lengths must match");

for (uint i = 0; i < names.length; i++) {
repository[names[i]] = destinations/[i];

function getAddress(bytes32 name) external view returns (address) {
return repository[/namej;

function requireAndGetAddress(bytes32 name, string calldata reason) external view returns (address) {
address _foundAddress = repository[name];
require(_foundAddress != address% , reason);
return foundAddress,

function getSynth(bytes32 key) external view returns (address) {
1Issuer issuer = IIssuer(repository["Issuer"]);
require(address(issuer) != address(0),."Cannot find Issuer address");
return address(issuer.synths(key));

AddressSetLib.sol
pragma solidity "0.5.16;

// https :/ldocs.synthetix.io/contracts/source/libraries/addresssetlib/
library AddressSetLib {
struct AddressSet {
address[] elements;
mapping(address => uint) indices;

function contains(AddressSet storage set, address candidate) internal view returns (bool) {
if (set.elements.length == () {g
return false;

uint index = set.indices[candidate];
return index != 0 || set.elements[0] == candidate;

unction getPage
£ Ad ressSégt s(tomge set,
uint index,
uint pageSize
) interna[lz/iew returns (address[] memory) {
// NOTE: This implementation should be converted to slice operators if the compiler is updated to v0.6.0+
uint endIndex = index + pageSize; // The check below that endIndex <= index handles overflow.

// If the page extends past the end of the list, truncate it.

if (endIndex > set.elements.length) {
endIndex = set.elements.length;

-38 -




) § ﬂ]ﬁﬁu%"‘: Horizon Protocol Smart Contract Audit Report

éf(endlndex <=index) {
return new address[](0);

uint n = endlIndex - index; // We already checked for negative overflow.
address[] memory page = new address[](n);
for (uinti; i < n;i++

page[i] = set.elements[i + index];

return page;

/

function add(AddressSet storage set, address element) internal {
// Adding to a set is an idempotent operation.
if (contains(set, element))
set.indices[element| = set.elements.length;
set.elements.push(element);

/

function remove(AddressSet storage set, address element) internal {
require(contains(set, element), "Element not in set.”);
// Replace the removed element with the last element of the list.
uint index = set.indices[element];
uint lastindex = set.elements.length - 1; // We required that element is in the list, so it is not empty.
if (index != lastIndex) {
// No need to shift the last element if it is the one we want to delete.
address shiftedElement = set.elements[lastIndex];
set.elements|index]| = shiftedElement;
set.indices[shiftedElement] = index;

set.elements.pop();
; delete set. img’ces[ element];
/
BaseSynthetix.sol

pragma solidity "0.5.16;

// Inheritance

import "./interfaces/IERC20.sol";
import "./ExternStateToken.sol";
import "./MixinResolver.sol";
import "./interfaces/ISynthetix.sol";

// Internal references

import "./interfaces/ISynth.sol";

import "./TokenState.sol";

import "./interfaces/ISynthetixState.sol";
import "./interfaces/ISystemStatus.sol";

import "./interfaces/IExchanger.sol";

import "./interfaces/Ilssuer.sol";

import "./SupplySchedule.sol";

import "./inte;j/é}ces/IRewardsDistribution.sol "
import "./interfaces/IVirtualSynth.sol";

contract BaseSynthetix is IERC20, ExternStateToken, MixinResolver, ISynthetix {
/) ========== STATE VARIABLES ==========

// Available Synths which.can be used with the system

string public constant TOKEN NAME = "Horizon Protocol";
string public constant TOKEN SYMBOL = "HZN";

uim‘Sg fublic constant DECIMALS = 18;

bytes32 public constant zUSD = "zUSD";

bytes32 private constant CONTRACT SYNTHETIXSTATE = "SynthetixState";

bytes32 private constant CONTRACT SYSTEMSTATUS = "SystemStatus";

bytes32 private constant CONTRACT EXCHANGER = "Exchanger";

bytes32 private constant CONTRACT ISSUER = "Issuer";

bytes32 private constant CONTRACT SUPPLYSCHEDULE = "Su, pZ’ySchedule”;

bytes32 private constant CONTRACT REWARDSDISTRIBUT] IONp: 'RewardsDistribution';

bytes32({24¥ Ifélrivate addressesToCache = [
CONTRACT SYSTEMSTATUS,
CONTRACT EXCHANGER,
CONTRACT ISSUER,
CONTRACT SUPPLYSCHEDULE,
CONTRACT REWARDSDISTRIBUTION,
CONTRACT SYNTHETIXSTATE
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constructor(
address payable proxy,
TokenState _tokenState,
address owner,

uint _totalSupply,
address Jesoﬁzer
) .
public
)ExternStateToken( " proxy, _tokenState, TOKEN NAME, TOKEN SYMBOL, _totalSupply, DECIMALS,
owner,
N p MixinResolver(_resolver, addressesToCache)
!

/¥ ========== V[EWS ==========*

/
function synthetixState() internal view returns JISynthetixState

return 1SynthetixState(requireAndGetAd

ad?ress "),

function systemStatus() internal view returns (ISystemStatus) {
return 1SystemStatus(requireAndGetAddress(CONTRACT SYSTEMSTATUS, "Missing SystemStatus

ad?ress "),

function exchan%ler() internal view returns (IExcha
return IExchanger(requireAndGetAddress(Ci

function issuer() internal view returns (Ilssueg {
return Ilssuer(requireAndGetAddress(CONTRACT ISSUER, "Missing Issuer address"));

function supplySchedule() internal view returns (SupplySchedul. Z)

retu
Sufl?plySche

e
n SupplySchedule(requireAndGetAddress(CON: Rz{4 CT SUPPLYSCHEDULE,

dule address"));

function rewardsDistribution() internal view returns.(IRewardsDistribution) {
return

IRewardsDistribution(requireAndGetAddress(CONTRACT REWARDSDISTRIBUTION,

RewardsDistribution address"));

function debtBalanceOf(address account, bytes32 currencyKey) external view returns (uint) {
return issuer().debtBalanceOf{account, currencyKey)y;

function totallssuedSynths(bytes32 currencyKey) external view returns (uint) {

retu

rn issuer().totallssuedSynths(currencyKey, false);

)
ress(CONTRAC Ii " SYNTHETIXSTATE, "Missing HorizonState

i
OZ§T CT _EXCHANGER; "Missing Exchanger address"));

"Missing

"Missing

function totallssuedSynthsExcludeEtherCollateral(bytes32 currencyKey) external view returns (uint) {

retu

rn issuer().totallssuedSynths(currencyKey, true);

Sfunction availableCurrencyKeys() external view returns (bytes32[] memory) {

retu

rn issuer().availableCurrencyKeys();

function availableSynthCount() external view returns (uint) {

retu

rn issuer().availableSynthCount();

function availableSynthS[uint index) external view returns (ISynth) {

retu

rn issuer().availableSynths(index);

function synths(bytes32 currencyKey) external view returns (ISynth) {

retu

rn issuer().synths(currencyKey);

function synthsByAddress(address synthAddress) external view returns (bytes32) {

retu

rn issuer().synthsByAddress(synthAddress);

function isWaitingPeriod(bytes32 currencyKey) external view returns (bool) {

retu

rn exchanger().maxSecsLeftinWaitingPeriod(messageSender, currencyKey) > 0;

function anySynthOrSNXRatelsInvalid() external view returns (bool anyRatelnvalid) {

retu

rn issuer().anySynthOrSNXRatelsInvalid();

function maxIssuableSynths(address account) external view returns (uint maxIssuable) {
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return issuer().maxIssuableSynths(account);

function remaininglssuableSynths(address account)
external
view
returns (
uint maxIssuable,
uint alreadylssued,
uint totalSystemDebt

s
14

/

function collateralisationRatio(address _issuer) external view returns (uint) {
return issuer().collateralisationRatio(_issuer);

return issuer().remaininglssuableSynths(account);

function collateral(address account) external view returns (uint) {
return issuer().collateral(account);

Sfunction transferableSynthetix(address account) external view returns guint tmnj/'erable}% !
(transferable, = issuer().transferableSynthetixAndAnyRatelsInvalid(account,

tokenState.balanceOf{account));

function _canTransfer(address account, uint value) internal view returns (bool) {
(uint initialDebtOwnership, ) = synthetixState().issuanceData(account);

if (initialDebtOwnership > 0) {
(uint transferable, bool anyRatelsInvalid) = issuer().transferableSynthetixAndAnyRatelsInvalid(
account,
tokenState.balanceOf{account)

r)equire(value <= transferable, "Cannot transferstaked or escrowed HZN"),
require(lanyRatelsInvalid, "A zasset or HZN rate is invalid");

return true;

function transfer(address to, uint value) external optionalProxy systemActive returns (bool) {
/ Ensure they're not trying to exceed their locked amount -- only if they have debt.
_canTransfer(messageSender, value),

// Perform the transfer: if thereis.a problem an exception will be thrown in this call.
_transferByProxy(messageSender; to, value);

return true;

/

function transferFrom(
address from,
address to,
uint value

) external optionalProxy systemActive returns (1 boo,l() {
// Ensure they're not trying to exceed their locked amount -- only if they have debt.
_canTransfer(from, valuef;

/| Perform the transfer: if there is a problem,
// an exception will be thrown in this call.
return . transferFromByProxy(messageSender, from, to, value);

/

function issueSynths(uint amount) external issuanceActive optionalProxy {
return issuer().issueSynths(messageSender, amount);

function issueSynthsOnBehalf(address issueForAddress, uint amount) external issuanceActive optionalProxy {
return issuer().issueSynthsOnBehalf(issueForAddress, messageSender, amount);

function issueMaxSynthsglexternal issuanceActive optionalProxy {
return issuer().issue axSynths(messageSenderf

function issueMaxSynthsOnBehalf(address issueForAddress) external issuanceActive optionalProxy {
return issuer().issueMaxSynthsOnBehalf(issueForAddress, messageSender);

function burnSynths(uint amount) external issuanceActive optionalProxy {
return issuer().burnSynths(messageSender, amount);
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Sfunction burnSynthsOnBehalf(address burnForAddress, uint amount) external issuanceActive optionalProxy {
return issuer().burnSynthsOnBehalf(burnForAddress, messageSender, amount);

function burnSynthsToTagget( external issuanceActive optionalProxy {
return issuer().burnSynt sToTarget(messageSenderf;

function burnSynthsToTargetOnBehalf(address burnForAddress) external issuanceActive optionalProxy {
return issuer(). burnsgnthsToTargetOnBehalf(burnF orAddress, messageSender);

unction exchange
f bytes32, gef
uint,
bytes32
) external returns (uint) {
_notlmplemented|();

function exchangeOnBehalf(
address,
bytes32,
uint,
bytes32

) external returns (uint) {
_notlmplemented|();

function exchangeWithTracking(
bytes32,
uint,
bytes32,
address,
bytes32

) external returns (uirg) {
_notlmplemented|();

function exchangeOnBehalfWithTracking(
address,
bytes32,
uint,
bytes32,
address,
bytes32
) external returns (uint) {
_notlmplemented|();

function exchangeWithVirtual(
bytes32,
uint,
bytes32,
bytes32
) external returns (uint, [VirtualSynth).{
_notlmplemented();

function settle(bytes32)
external
returns.(
uint,
uint,
uint

_notlmplemented);

function mint() external returns (bool) {
_notlmplemented|();

function liquidateDelinquentAccount(address, uint) external returns (bool) {
7not[mplemented()q;

function mintSecondary(address, uint) external {
_notlmplemented();

function mintSecondaryRewards(uint) external {
_notlmplemented|();

function burnSecondary(address, uint) external {
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_notlmplemented|();

function _notlmplemented() internal pure {
revert("Cannot be run on this layer");

modifier onlyExchanger() {
require(msg.sender == address(exchanger()), "Only Exchanger can invoke this");

;-

modifier systemActive() {
systemStatus().requireSystemActive();

/

modifier issuanceActive() {
systemStatus().requirelssuanceActive();

;-

modifier exchangeActive(bytes32 src, bytes32 dest) {
systemStatus().requireExchangeActive();
systemStatus().requireSynthsActive(src, dest);

;-
/

BinaryOption.sol
pragma solidity 0.5.16;

// Inheritance
import "./interfaces/IERC20.s0l";
import "./interfaces/IBinaryOption.sol";

// Libraries
import "./SafeDecimalMath.sol";

// Internal references
import "./BinaryOptionMarket.sol";

// https://docs.synthetix.io/contracts/source/contracts/binaryoption
contract BinaryOption is IERC20, ABinaryOption {
/¥ ====Cc==== [ [BRARIES ========== ¥/

using SafeMath for uint;
using SafeDecimalMath for uint;

string public constant name = "HZN Binary Option";
string public constant symbol = "hOPT";
uint8 public constant decimals = 18;

BinaryOptionMarket public market,

mapping(address => uint) public bidOf;
uint public totalBids;

mapping(address. => uint) public balanceOf;
uint public totalSupply;

// The argument order is allowance[owner][spender]
mapping(address => mapping(address => uint)) public allowance;

// Enforce a 1 cent minimum bid balance
uint internal constant MINIMUM BID = lel6;

constructor(address initialBidder, uint initialBid) public {
market = BinaryOptionMarket(msg.sender);
bidOf[initialBidder] = initialBid;
totalBids = initialBid;

function _claimableBalanceOf{
uint _bid,
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uint price,
uint exercisableDeposits
) internal view returns (iznat?) B
uint owed = _bid.divideDecimal(price);
uint supply = _totalClaimableSupply(exercisableDeposits),

/* The last claimant might be owed slightly more or less than the actual remaining deposit
based on rounding errors with the price.
Therefore if the user's bid is the entire rest of the pot, just give them everything that's lef.
{[/' there is no supply, then this option lost, and we'll return 0.

if ((_bid == totalBids && _bid I=0) || supply == 0) {
return supply;

/* Note that option supply on the losing side and deposits can become decoupled,
but losing options are not claimable, therefore we ondly need to worry about
the situation where supply < owed on the winning side.

If somehow a user who is not the last bidder is owed more than what's available,
subsequent bidders will be disadvantaged. Given that the minimum bid is 1016 wei,
this should never occur in reality. */

require(owed <= supply, "supply < claimable");

return owed;

function claimableBalanceOfZaddress account) external view returns (uint) {
(uint price, uint exercisableDeposits) = market.senderPriceAndExercisableDeposits();
return _claimableBalanceOf(bidOf[account], price, exercisableDeposits);

function _totalClaimableSupply(uint exercisableDeposits) internal view returns. (uint) {
uint _totalSupply = totalSprly;
7/ We'll avoiaf7 throwing an exception here to avoid breaking any dapps, but this case
// should never occur given the minimum bid size.
if (exercisab(geDeposits <= _totalSupply) {
return 0;

return exercisableDeposits.sub(_totalSupply);

/

function totalClaimableSupply() external view returns (uirbt) {
(, uint exercisableDeposits) = market.senderPriceAndExercisableDeposits();
return _totalClaimableSupply(exercisableDeposits);

/

function _requireMinimumBid(uint bid) internal pure returns (uin{z}) {
requirelgbaz;d >=_MINIMUM BID || bid ==0,."Balance < $0.01");
return bid;

// This must or?/ be invoked during bidding.

function bid(address bidder, uint newBid) external ondlyMarket {
bidOfbidder] = requireMinimumBid(bidOf]bidder].add(newBid));
totalBids = totalBids.add(newBid);

// This must only be invoked during bidding.

Sfunction refund(address bidder, uint newRefund) external onlyMarket {
// Thesafe subtraction will catch refunds that are too large.
bidOffbidder] = requireMinimumBid(bidOf[bidder].sub(newRefund));
totalBids = totalBids.sub(newRefund),

function claim
address ¢
uint price,
uint depositsRemaining

) external onlyMarket returns (uint optionsClaimed) {
uint _bid = bidOf]claimant];
uint claimable = _claimableBalanceOf{_bid, price, depositsRemaining);
// No options to claim? Nothing happens.
if (claimable == 0) {

return 0;

// This must onl{ be invoked after bidding.
a

imant,

totalBids = totalBids.sub(_bid);

bidOf[claimant] = 0;

totalSupply = totalSupply.add(claimable);

balanceOf] claimangt/] = balanceOf[claimant].add(claimable); // Increment rather than assigning since a
transfer may have occurred.

emit Transfer(address(0), claimant, claimable);
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emit Issued(claimant, claimable);

return claimable;

// This must only be invoked after maturity.
function exercise(address claimant) external onlyMarket {
uint balance = balanceOf]claimant];

if (balance == 0) {
return;

balanceOf] claimang] =0;
totalSupply = totalSupply.sub(balance);

emit Transfer(claimant, address(0), balance);
emit Burned(claimant, balance);

/

// This must only be invoked after the exercise window is complete.

// Note that any options which have not been exercised will linger.

function expire(address payable beneficiary) external onlyMarket {
selfdestruct(beneficiary);

// This should only operate after bidding;
// Since options can't be claimed until a}{ter bidding, all balances are zero until that time.
// So we don't need to explicitly check the timestamp to prevent transfers.
function _transfer(
address _from,
address " to,
uint _value
) internal returns (bool success) {
market.requireActiveAndUnpaused|();
require(_fo != address(0) && _to != address(this), "Invalid address");

uint fromBalance = balanceOf]_from];
require(_value <= fromBalance, "Insufficient balance");

balanceOf] from] = fromBalance.sub( value),
balanceO%:go] :] ba{anceOf[ito].add(C value));

emit Transfer(_from, to, value);
return true;

/

function transfer(address _to uint _value) external returns (bool success) {
return _transfer(msg.sender, to, value);

function transferFrom(
address _from,
address "to,
uint _value
) external returns (bool success) {
uint fromAllowance = allowance/ from][msg.sender];
require(_value <= fromAllowance, "Insufficient allowance");

allowance[ from][msg.sender] = fromAllowance.sub( value);
return _transfer(  from, to, value);

/

function approve(address 7yender, uint _value) external returns (bool success) {
re;{uire(ispender I=a dress(OZZ);
allowance[msg.sender][ spender] = value;
emit Approval(msg.sender, _spender, value);
return true;

modifier onlyMarket() {
require(msg.sender == address(market), "Only market allowed");

event Issued(address indexed account, uint value);

event Burned(address indexed account, uint value);

event Transfer(address indexed from, address indexed to, uint value);

event Approval(address indexed owner, address indexed spender, uint value);
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BinaryOptionMarket.sol
pragma solidity "0.5.16;

// Inheritance

import "./Owned.sol";

import "./MixinResolver.sol";

import "./interfaces/IBinaryOptionMarket.sol";

// Libraries
import "./SafeDecimalMath.sol";

// Internal references

import "./BinaryOptionMarketManager.sol";
import "./BinaryOption.sol";

import "./interfaces/IExchangeRates.sol";
import "./interfaces/I[ERC20.sol";

import "./interfaces/IFeePool.sol";

// https://docs.synthetix.io/contracts/source/contracts/binaryoptionmarket
contract BinaryOptionMarket is Owned, MixinResolver, IBinaryOptionMarket {
%k

using SafeMath for uint;
using SafeDecimalMath for uint;

struct Options {
BinaryOption long;
BinaryOption short;

struct Prices {
uint long;
uint short;

struct Times {
uint biddingEnd;
uint maturity;
uint expiry;

struct OracleDetails {
bytes32 key;
uint strikePrice;
uint finalPrice;

Options public options;

Prices public prices;

Times public times;

OracleDetails public oracleDetails;

BinaryOptionMarketManager. Fees public fees;
BinaryOptionMarketManager. CreatorLimits public creatorLimits;

*

/¥ ========== [|BRARIES ========== %/

// “deposited. tracks the sum of open bids on short and long, plus withheld refund fees.
// This must explicitly be kept, in case tokens are transferred to the contract directly.

uint public deposited,
address public creator,
bool public resolved;

bool public refundsEnabled;

uint internal _feeMultiplier;

bytes32 internal constant CONTRACT SYSTEMSTATUS = "SystemStatus";
bytes32 internal constant CONTRACT EXRATES = "ExchangeRates";
bytes32 internal constant CONTRACT ZASSETZUSD = "ZassetzUSD";
bytes32 internal constant CONTRACT FEEPOOL = "FeePool";

bK[tes_?Z 24] internal addressesToCache
co

constructor(
address _owner,
address ~creator,

CONTRACT _SYSTEMSTATUS, CONTRACT EXRATES,

TRACT ZASSETZUSD, CONTRACT FEEPOOL];

uint/. %] memory _creatorLimits, // [capitalRequirement, skewLimit]

bytes32 oracleKey,
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uint strikePrice,

bOOZ[} refundsEnabled, ) rhidd 4 J
uint[3] memory _times, iddingEnd, maturity, expiry
uint/. 32% memory _bids, // [lon Bicig shortBid]

uint[3] memory _fees // [poolFee, creatorFee, refundFee]

public
Owned(_owner)
MixinResolver(_owner, addressesToCache) // The resolver is initially set to the owner, but it will be set
corlrectly when the cache is synchronised
!
creator = _creator;
creatorLimits = BinaryOptionMarketManager. CreatorLimits(_creatorLimits[0], _creatorLimits[1]);

oracleDetails = OracleDetails(_oracleKey, strikePrice, 0);
times = Times(_times[0], times[1], times[2]);

refundsEnabled = refundsEnabled;

(uint longBid, uint shortBid) = (_bids[0], bids[1]),
_checkCreatorLimits(longBid, shortBid),

emit Bid(Side.Long, creator, longBid),

emit Bid(Side.Short, _creator, shortBid);

// Note that the initial deposit of synths must be made by the manager, otherwise the contract's assumed
" // deposits will fall out oﬁvync with its actual balance. .Syimilarly the total system deposits must be updated
in the manager.
// 4 balance check isn't performed here since the manager doesn't know.-the address of the new contract
until after it is created.
uint initialDeposit = longBid.add(shortBid),
deposited = initialDeposit,

(uint poolFee, uint creatorFee) = (_fees[0], fees[1]);
fees = BinaryOptionMarketMéna er.Fees(poolFee, creatorFee, fees[2]);
_feeMultiplier = SafeDecimalMath.unit().sub(poolFee.add(creatorFee));

// Compute the prices now that the fees and deposits have been set.
7updatePricesﬁongBid, shortBid, initialDeposit);

// Instantiate the options themselves
options.long = new BinaryOption(_creator, longBid);
options.short = new BinaryOption(_creator, shortBid);

/
/¥ ==========V[EWS ==========1%/
[ e External Contracts ---------= */

function _systemStatus() internal view.returns (ISystemStatus) {
return 1SystemStatus(requireAndGetAddress(CONTRACT SYSTEMSTATUS, "Missing SystemStatus"));

function _exchangeRates() internal view returns (IExchangeRates) {
return IExchangeRates(requireAndGetAddress(CONTRACT EXRATES, "Missing ExchangeRates"));

function _zUSD().internal view returns (IERCZ% J/{
return IERC20(requireAndGetAddress(CONTRACT ZASSETZUSD, "Missing ZassetzUSD"));

Sfunction _feePool() internal view returns (IF eePool% {
return-lFeePool(requireAndGetAddress(CONTRACT FEEPOOL, "Missing FeePool")),

function “manager() internal view returns (BinaryOptionMarketManager) {
return BinaryOptionMarketManager(owner);

function _biddingEnded() internal view returns (bool) {
return times.biddingEnd < now;

function _matured() internal view returns (bool) {
return times.maturity < now,

function _expired() internal view returns (bool) {
return resolved && (times.expiry < now || deposited == 0);

function phase() external view returns (Phase) {
if (I_biddingEnded()) {
return Phase.Bidding;

;'Zf(/imatured() ) {
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return Phase.Trading;

1
if (!_expired()) {
return F()Kase.Maturi ty;

return Phase.Expiry;

function _oraclePriceAndTimestamp() internal view returns (uint price, uint updatedAt) {
return _exchangeRates().rateAndUpdatedTime(oracleDetails.key),

function oraclePriceAndTimestamp() external view returns (uint price, uint updatedAt) {
return _oraclePriceAndTimestamp();

function _isFreshPriceUpdateTime(uint timestamg) internal view returns (bool) {
(uint maxOraclePriceAge, , ) = manager().durations();
return (times.maturity.sub(maxOraclePriceAge)) <= timestamp;

function canResolve/? external view returns (bool) {
(, uint L;pdated ) = 7omclePriceAndTimestarg();
return Iresolved & & _matured() && _isFreshPriceUpdateTime(updatedAt);

Junction _result() internal view returns (Side) {
uint price;
if (resolved) {
price = oracleDetails.final Price;
Jelse !
(price, ) = oraclePriceAndTimestamp(),

return oracleDetails.strikePrice <= price ? Side.Long : Side.Short;

/

function result() external view returns (Side) {
return _result();

function _computePrices(
uint longBids,
uint shortBids,
uint _deposited
) internal view returns (uint long, uint short) {
require(longBids |= 0 && shortBids |= 0, "Bids must be nonzero");
uint optionsPerSide = _exercisableDeposits(_deposited);

hioh // The math library. rounds up on an exact half-increment -- the price on one side may be an increment too
igh,

#/ but this only implies a tiny extra quantity will go to fees.

return (longBids.divideDecimalRound(optionsPerSide),
sh?rtBids. divideDecimalRound(optionsPerSide));

Sfunction senderPriceAndExercisableDeposits() external view returns (uint price, uint exercisable) {
// When.the market is not yet resolved, both sides might be able to exercise all the options.
// On the other hand, if the market has resolved, then only the winning side may exercise.
exercisable = 0;
if (Iresolved || address(_option( result())) == msg.sender) {
exercisable = _exercisableDeposits(deposited),

// Send the correct price for each side of the market.
if (msg.sender == address(options.long)) {
price = prices.long;
} else if (msg.sender == address(options.short)) {
price = prices.short;
Jelse{
revert("Sender is not an option");

/

function pricesAfterBidOrRefund(
Side side,
uint value,
bool refund

) external view returns (uint long, uint short) {
(uint longTotalBids, uint shortTotalBids) = totalBids();
// prettier-ignore
function(uint, uint) pure returns (uint) operation = refund ? SafeMath.sub : SafeMath.add;
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if (side == Side.Long) {

Jel lo/ngTotalBia’s = operation(longTotalBids, value);
else

s}lortTotalBids = operation(shortTotalBids, value),

if (refund) {
value = value.multiplyDecimalRound(SafeDecimalMath.unit().sub(fees.refundFee));

return _computePrices(longTotalBids, shortTotalBids, operation(deposited, value));

/

// Returns zero if the result would be negative. See the docs for the formulae this implements.
function bidOrRefundForPrice(
Side bidSide,
Side priceSide,
uint price,
bool refund
) external view returns (uint) {
uint adjustedPrice = price.multiplyDecimalRound( feeMultiplier);
uint bids = 7optioré(price5ide).totalBids();
uint _deposited = deposited;
uint unit = SafeDecimalMath.unit();
uint refundFeeMultiplier = unit.sub(fees.refundFee);

if (bidSide == priceSide) {
uint depositedByPrice = _deposited.multiplyDecimalRound(adjustedPrice);

// For refunds, the numerator is the negative of the bid case and,
/} z(n }he g)e}}ominator the adjusted price has an extra factor of (1 -the refundFee).
if (refun

(depoéitedByPrice, bids) = (bids, depositedByPrice);

adjustedPrice = adjustedPrice.multiplyDecimalRound(refundFeeMultiplier);

// The adjusted price is guaranteed to be less than 1: all itsj{actors are also less than 1.
Jel re/turn _subToZero(depositedByPrice, bids).divideDecimal Round(unit.sub(adjustedPrice));
else
u;'nt bidsPerPrice = bids.divideDecimalRound(adjustedPrice);

// For refunds, the numerator is the negative of the bid case.

if (refund) {
(bidﬁ}%erPrice, _deposited) = (_deposited, bidsPerPrice);

uint value = _subToZero(bidsPerPrice, _deposited);
return refund ? value.divideDecimalRound(refundFeeMultiplier) : value;

function _bidsOf(address account) internal view returns (uint long, uint short) {
return (options.dong.bidOf(account), options.short.bidOf(account));

function bidsOf(address account) external view returns (uint long, uint short) {
return _bidsOf{account);

Sfunction _totalBids() internal view returns (uint long, uint short) {
return-(options.long.totalBids(), options.short.totalBids());

function totalBids() external view returns (uint long, uint short) {
return _totalBids();

function _claimableBalancesOf{address account) internal view returns (uint long, uint short) {
return (options.long.claimableBalanceOf{account), options.short.claimableBalanceOf{account));

Sfunction claimableBalancesOf{address account) external view returns (uint long, uint short) {
return _claimableBalancesOf{account);

function totalClaimableSupplies() external view returns (uint long, uint short) {
return (options.long.totalClaimableSupply(), options.short.totalClaimableSupply());

Sfunction _balancesOf(address account) internal view returns (uint Zogg: uint short) {
return (options.long.balanceOf(account), options.short.balanceOf(account));

Jfunction balancesOf{address account) external view returns (uint long, uint short) {
return _balancesOf{account);

- 49 -



) § ﬂ]ﬁﬁu%"‘: Horizon Protocol Smart Contract Audit Report

function totalSupplies() external view returns (uint long, uint short) {
return (options.long.totalSupply(), options.short.totalSupply());

function _exercisableDeposits(uint _deposited) internal view returns (uint) {
// Fees are deducted at resolution, so remove them if we're still bidding or trading.
return resolved ? _deposited : _deposited.multiplyDecimalRound( JeeMultzplier)g;

function exercisableDeposits() external view returns (uint) {
return _exercisableDeposits(deposited),

function _chooseSide(
Side side,
uint longValue,
uint shortValue
) internal pure returns (uint) {
if (side == Side.Long) {
return longValue;

return shortValue;

function _option(Side side) internal view returns (BinaryOption) {
if (side == Side.Long) {
return options.long;

return options.short;

// Returns zero if the result would be negative.
function _subToZero(uint a, uint b) internal pure returns (uint) {
returna <b ? 0 : a.sub(b);

function _checkCreatorLimits(uint longBid, uint shortBid) internal view {
uint totalBid = longBid.add(shortBid);
require(creatorLimits.capitalRequirement <= totalBid, "Insufficient capital");
uint skewLimit = creatorLimits.skewLimit,
require(
skewLimit <= longBid.divideDecimal(totalBid) && skewLimit <=
shortBid.divideDecimal(totalBid),
"Bids too skewed"

/

function _incrementDeposited(uint value) internal returns (uint _deposited) {
deposited = deposited.add(value);
deposited = _deposited;
_manager().incrementTotalDeposited(value),

function _decrementDeposited(uint value) internal returns (uint _deposited) {
deposited = deposited.sub(value);
deposited = _deposited;
_manager().decrementTotalDeposited(value);

function | requireManagerNotPaused() internal view {
require(!_manager().paused(), "This action cannot be performed while the contract is paused");

function requireActiveAndUnpaused() external view {
_systemStatus().requireSystemActive();
_requireManagerNotPaused|();

function _updatePrices(
uint longBids,
uint shortBids,
uint _deposited

) internal {
(uint§5 6 longPrice, uint256 shortPrice) = computePrices(longBids, shortBids, deposited);
prices = Prices(longPrice, shortPric?;
emit PricesUpdated(longPrice, shortPrice);

function bid(Side side, uint value) external duringBidding {
if (value == 0) {
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/

return;

70ption[§vide .bid(msg.sender, value);

emit Bid(side, msg.sender, value);

uint _deposited = _incrementDe, osited(valui{;
7zUSD&tmnsferF7fom(msg.sen er, address(this), value);

(uint longTotalBids, uint shortTotalBids) = totalBids();
_updatePrices(longTotalBids, shortTotalBids, _deposited);

function refund(Side side, uint value) external duringBidding returns (uint refundMinusFee) {

require(refundsEnabled, "Refunds disabled");
if (value == 0) {
return 0;

// Require the market creator to leave sufficient capital in the market.
if (msg.sender == creator) é
(%int thisBid, uint thatBid) = _bidsOf(msg.sender);
if (side == Side.ShoZ’t) {
(thisBid, thatBid) = (thatBid, thisBid),

/
_checkCreatorLimits(thisBid.sub(value), thatBid),
// Safe subtraction here and in related contracts will fail if either the

// total supply, deposits, or wallet balance are too small to suplport the refund.
refundMinusFee = value.multiplyDecimalRound(SafeDecimalMath.unit().sub(fees.refundFee));

70ption(side).rce,/und(msg.sender, _valz;vel);
emit Refund(side, msg.sender, refundMinusFee, value.sub(refundMinusFee));

uint _deposited = _decrementDeposited(refundMinusFee);
_zUSD().transfer(msg.sender, refundMinusFee);

(uint longTotalBids, uint shortTotalBids) = totalBids();
_updatePrices(longTotalBids, shortTotalBids, _deposited);

function resolve() external onlyOwner afterMaturity systemActive managerNotPaused {

require(!resolved, "Market already resolved");

// We don't need to perform stale price checks, so long as the price was
// last updated recently enough before the maturity date.

(uint price, uint updatedAt) = oraclePriceAndTimestamp();
require(_isFreshPriceUpdateTime(updatedAt), "Price is stale");

oracleDetails.finalPrice = price;
resolved = true;

#/ Now remit any collected fees.

// Since the constructor enforces that creatorFee + poolFee < 1, the balance
//in the contract will be sufficient to cover these transfers.

IERC20 zUSD = _zUSD();

uint _ deposited = deposited;

uint poolFees = _deposited. multiplyDecimalRound(fees.poolFee);

uint creatorFees = de, osited.multi]tijyDecimalRoundUées. creatorFee);
7decrementDeposited(gﬁeatorFees.a d(poolFees)),
zUSD.transfer(_feePool().FEE _ADDRESS(), poolFees);

zUSD. transfer(creator, creatorFees);

emit MarketResolved( result(), price, updatedAt, deposited, poolFees, creatorFees);

function _claimOptions()

internal

systemActive

managerNotPaused

afterBidding

returns (uint longClaimed, uint shortClaimed)

uint exercisable = _exercisableDeposits(deposited),
Side outcome = _result();
bool _resolved = resolved;

// Only claim options if we aren't resolved, and only claim the winning side.
uint longOptions;

uint shortOptions;

if (!_resolved || outcome == Side.Long) {
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longOptions = options.long.claim(msg.sender, prices.long, exercisable);

if (!_resolved || outcome == Side.Short)
shortOptions = options.short.claim(msg.sender, prices.short, exercisable);

require(long(éptions /= 0| shortOptions != 0, "Nothing to claim");
emit OptionsClaimed(msg.sender, longOptions, shortOptions);
return (longOptions, shortOptions);

/

function claimOptions() external returns (uint longClaimed, uint shortClaimed) {
return _claimOptions();

function exerciseOptions() external returns (uint) {
// The market must be resolved if it has not been.
if (Iresolved) {
_manager().resolveMarket(address(this));

// If there are options to be claimed, claim them and proceed.
(uint claimableLon/g, uint claimableShort) = claimableBalancesOf(msg.sender);
if (claimableLong != 0 || claimableShort |=0) {

_claimOptions();

// If the account holds no options, revert. ]
(uint longBalance, uint shortBalance/ = _balancesOf(msg.sender);
require(longBalance != 0 || shortBalance != 0, "Nothing to exercise");

// Each option only needs to be exercised if the account holds any.of it.
if (longBalance !=0) {
options.long.exercise(msg.sender);

/
if (shortBalance !=0) {
options.short.exercise(msg.sender),

// Only pay out the side that won.
uint payout = _chooseSide(_result(), longBalance, shortBalance);
emit OptionsEXxercised(msg.sender, payout);
if (payout I=0) {
_decrementDeposited(payout);
_zUSD().transfer(msg.sender, payout);

return payout;

function _selfDestruct(address payable beneficiary) internal {
uint _deposited = deposited;
if (_deposited !=.0) {
_decrementDeposited(" deposited),

// Transfer the balance rather than the deposit value in case there are any synths left over
// from direct transfers.
IERC20 zUSD = _zUSD();
uint balance = zUSD.balanceOf{(address(this));
if (balance !=0) {
zUSD:transfer(beneficiary, balance);

// Destroy.the option tokens before destroying the market itself.
options.long.expire(beneficiary),
options.short.expire(beneficiary);

selfdestruct(beneficiary),

/

function cancel(address payable beneficiary) external onlyOwner duringBidding {
(uint longTotalBids, uint shortTotalBids) = totalBidEO;
guint creatorLongBids, uint creatorShortBids) = _bidsOf{creator);
ool cancellable = longTotalBids == creatorLongBids && shortTotalBids == creatorShortBids,
require(cancellable, "Not cancellable"”);

_selfDestruct(beneficiary);

function expire(address payable beneficiary) external onlyOwner {
require(_expired(), "Unexpired options remaining");
7selfDestruct(beneﬁciary)I,?

modifier duringBidding() {
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require(!_biddingEnded(), "Bidding inactive");

/

modifier afterBidding() {
require(_biddingEnded(), "Bidding incomplete”);

;-

modifier afterMaturity() {
require(_matured(), "Not yet mature");

;-

modifier systemActive() {
_systemStatus().requireSystemActive();

/

modifier managerNotPaused() {
_requireManagerNotPaused|();

event Bid(Side side, address indexed account, uint value),
event Refund(Side side, address indexed account, uint value, uint fee);
event PricesUpdated(uint longPrice, uint shortPrice);
event MarketResolved(
Side result,
uint oraclePrice,
uint oracleTimestamp,
uint deposited,
uint poolFees,
uint creatorFees

event OptionsClaimed(address indexed account, uint Zon%Options, uint shortOptions),
event OptionsExercised(address indexed account, uintvalue);

BinaryOptionMarketData.sol

pragma solidity 0.5.16;
pragma experimental ABIEncoderV?2,;

// Inheritance

import "./BinaryOption.sol";

import "./BinaryOptionMarket.sol";

import "./BinarintionMarketManager.Sol "

// https://docs.synthetixdo/contracts/source/contracts/binaryoptionmarketdata
contract BinaryOptionMarketData {
struct OptionValues {
uint long;
uint short;

struct Deposits {
uint deposited,
uint exercisableDeposits,

struct Resolution 5
bool resolved;
bool canResolve;
/
struct OraclePriceAndTimestamp {
uint price;
uint updatedAt;

// used for things that don't change over the lifetime of the contract
struct MarketParameters {
address creator;
BinaryOptionMarket.Options options;
BinarygptionMarket. Times times;
BinaryOptionMarket. OracleDetails oracleDetails;
BinarintionMarketManager.Fees fees;
BinaryOptionMarketManager. CreatorLimits creatorLimits;

/

struct MarketData {
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OraclePriceAndTimestamp oraclePriceAndTimestamp;
BinaryOptionMarket. Prices prices;

Deposits deposits;

Resolution resolution,

BinaryOptionMarket. Phase phase;
BinaryOptionMarket.Side result;

OptionValues totalBids;

0§tion Values totalClaimableSupplies;

OptionValues totalSupplies;

struct AccountData {
OptionValues bids;
0§tion Values claimable;
OptionValues balances;

function getMarketParameters(BinaryOptionMarket market) public view returns (MarketParameters memory)

(BinaryOption long, BinaryOption short) = market.options();

(uint biddingEndDate, uint maturityDate, uint expiryDate) = market.times();
(bytes32 key, uint strikePrice, uint finalPrice) = market.oracleDetails(),
(uint poolFee, uint creatorFee, uint refundFee) = market.fees();

MarketParameters memory data = MarketParameters(
market.creator(),
BinaryOptionMarket. ?ﬂtions(long, shorg,
BinaryOp tionMarket. imes(biddin[gEnd ate, maturityDate, expiryDate),
BinarintionMarket. OracleDetails(key, strikePrice, finalPrice),
BinaryOptionMarketManager. Fees(poolFee, creatorFee, refundFee),

) BinarintionMarketManager. CreatorLimits(0, 0)

// Stack too deep otherwise.
(uint capitalRequirement, uint skewLimit) = market.creatorLimits();

data.creatorLimits = BinaryOptionMarketManager. CreatorLimits(capitalRequirement, skewLimit);

return data;

/

function getMarketData(BinaryOptionMarket market) public view returns (MarketData memory) {
(uint price, uint updatedAt) = market.oraclePriceAndTimestamp(g;
(uint longClaimable, uint shortClaimable) = market.totalClaimableSupplies();
(uint longSupply, uint shortSupply) = market.totalSupplies();
(uint longBids, uint shortBids) = market.totalBids();
(uint longPrice, uint shortPrice) = market.prices(),

return

MarketDatc%
OraclePriceAndTimestamp (price, updatedAt),
BinaryOptionMarket. Prices(longPrice, shortPrice),
Deposits(market. depositedy, market.exercisableDeposits()),
Resolution(market.resolved(), market.canResolve()f
market.phase(),
market.result(),
OptionValues(longBids, shortBids),
0§ti0n Values(longClaimable, shortClaimable),

) OptionValues(longSupply, shortSupply)

/

unction  getAccountMarketData(BinaryOptionMarket market, address account) public view
(AccountData-memory) {

(uint longBid, uint shortBid) = market.bidsOf(account);
(uint longClaimable, uint shortClaimable) = market.claimableBalancesOf{account);
(uint longBalance, uint shortBalance) = market.balancesOf{account);

return
AccountData(
OptionValues(longBid, shortBid),
OP tionValues(longClaimable, shortClaimable),
0§tion Values(longBalance, shortBalance)

BinaryOptionMarketFactory.sol
pragma solidity 0.5.16;

// Inheritance

import "./Owned.sol";

import "./MixinResolver.sol";

// Internal references
import "./BinaryOptionMarket.sol";
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// https://docs.synthetix.io/contracts/source/contracts/binaryoptionmarketfactory
contr/aft BinaryOptionMarketFactory is Owned, MixinResolver {

========== STATE VARIABLES ==========%/
/H e Address Resolver Configuration ---------- */
bytes32 internal constant CONTRACT BINARYOPTIONMARKETMANAGER

"BinaryOptionMarketManager";
bytes32[24] internal addressesToCache = [CONTRACT BINARYOPTIONMARKETMANAGER];

constructor(address ~_owner, address _resolver) public Owned( owner) MixinResolver( resolver,

addressesToCache) {}

function _manager() internal view returnsc(address)
return requireAndGetAddress (1
Bir}aryOptionMarketManager address");

function createMarket(

address creator,

uint[2] calldata creatorLimits,

bytes32 oracleKey,

uint strikePrice,

bool refundsEnabled,

uint[3] calldata times, // [biddingEnd, maturity, expiry]
uint[gj calldata bids, // [longBid, shortBid]
uint[3] calldata fees // [poolFee, creatorFee, refundFee]
) external returns (BinaryOptionMarket) {

address manager = _manager();

require(address(manager) == msg.sender, "Only permitted by the manager.");

return
new BinaryOptionMarket(
manager,
creator,
creatorLimits,
oracleKey,
strikePrice,
refundsEnabled,
times,
bids,
fees

BinaryOptionMarketManager.sol
pragma solidity "0.5.16;

// Inheritance

import "./Owned.sol";

import "./Pausable.sol";

import "./MixinResolver.sol";

import "./interfaces/IBinaryOptionMarketManager.sol";

// Libraries
import "./AddressSetLib.sol";
import "./SafeDecimalMath.sol";

// Internal references

import "./BinaryOptionMarketFactory.sol";
import "./BinaryOptionMarket.sol";

import "./interfaces/IBinaryOptionMarket.sol";
import "./interfaces/IExchangeRates.sol";
import "./interfaces/ISystemStatus.sol";

import "./interfaces/[ERC20.sol";

// https://docs.synthetix. io/contracts/source/contracts/binaryz}e{tionmarketmanager

contract BinaryOptionMarketManager is Owned, Pausable, MixinResolver, [BinaryOptionMarketManager {
/¥ ========== [|BRARIES ========== */

using Szg’eMath for uint;
using AddressSetLib for AddressSetLib.AddressSet;
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struct Fees {
uint poolFee;
uint creatorFee;
uint refundFee;

struct Durations {
uint maxOraclePriceAge;
uint expiryDuration;
uint maxTimeToMaturity;

struct CreatorLimits {
uint capitalRequirement;
uint skewLimit,

Fees public fees;
Durations public durations;
CreatorLimits public creatorLimits;

bool public marketCreationEnabled = true;
uint public totalDeposited;

AddressSetLib.AddressSet internal _activeMarkets;
AddressSetLib.AddressSet internal _maturedMarkets;

BinaryOptionMarketManager internal _migratingManager;

bytes32 internal constant CONTRACT SYSTEMSTATUS = "SystemStatus";

bytes32 internal constant CONTRACT ZASSETZUSD = "ZassetzUSD";

bytes32 internal constant CONTRACT EXRATES = "ExchangeRates";

bytes32 internal constant CONIRACT BINARYOPTIONMARKETFACTORY =
"BinaryOptionMarketFactory";

bytes32({24 internal addressesToCache = [
CONTRACT SYSTEMSTATUS,

CONTRACT ZASSETZUSD,

CONTRACT EXRATES,

CONTRACT BINARYOPTIONMARKETFACTORY

constructor(
address owner,
address _resolver,
uint _maxOraclePriceAge,
uint _expiryDuration,
uint _maxTimeToMaturity,
uint _creatorCapitalRequirement,
uint _creatorSkewLimit,
uint _poolFee,
uint _creatorFee,
uint_refundFee
) public Owned( owner) Pausable() MixinResolver(_resolver, addressesToCache) {
/N Temporarily change the owner so that the setters don't revert.
owner = msg.sender;
setExpiryDuration(”expiryDuration);
setMaxQraclePriceAge( maxOraclePriceAge);
setMaxTimeToMaturity(_maxTimeToMaturity);
setCreatorCapitalRequirement( creatorCapitalRequirement);
setCreatorSkewLimit(_creatorSkewLimit);
setPoolFee( _poolFee);
setCreatorFee( creatorFee);
setRefundFee( refundFee),
owner = _owner;

/
/¥ ========== V[EWS ==========%/
[ e Related Contracts ---------- */

function _systemStatus() internal view returns (ISystemStatus
A r%urn 1SystemStatus(requireAndGetAddress(CONT} T SYSTEMSTATUS, "Missing SystemStatus
address”));
/

function _zUSD() internal view returns (IERCZ% J/{
return IERC20(requireAndGetAddress(CONTRACT ZASSETZUSD, "Missing ZassetzUSD address"));
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function _exchangeRates() internal view returns (IExchangeRates) {
return IExchangeRates(requireAndGetAddress(CONTRACT EXRATES, "Missing ExchangeRates"));

function _factory() internal view returns (BinaryOptionMarketFactory) {
return

BinaryOptionMarketFactory(
requireAndGetAddress(CONTRACT BINARYOPTIONMARKETFACTORY, "Missing
BinaryOptionMarketFactory address")
/
[ mmemeeee Market Information ---------- */

function _isKnownMarket(address candidate) internal view returns (bool) {
return _activeMarkets.contains(candidate) || _maturedMarkets.contains(candidate);

function numActiveMarkets() external view returns (uint) {
return _activeMarkets.elements.length;

function activeMarkets(uint index, uint pageSize) external view returns (address[] memory) {
return _activeMarkets.getPage(index, pageSize);

function numMaturedMarkets() external view returns (uint) {
return _maturedMarkets.elements.length;

function maturedMarkets(uint index, uint pageSize) external view returns (address[] memory).{
return _maturedMarkets.getPage(index, pageSize);

function _isValidKey(bytes32 oracleKey) internal view returns (bool) {-
IExchangeRates exchangeRates = _exchangeRates();

// If it has a rate, then it's possibly a valid ke
if (exchangeRates.rateForCurrency(oracleKey) !=0) {
// But not zUSD
if (oracleKey == "zUSD") {
return false;

// and not inverse rates
(uint entryPoint, , , , ) = exchangeRates.inversePricing(oracleKey),

if (entryPoint I=0) {

return false;
return true;
/
return false;
/
/¥ ========== MUTATIVE FUNCTIONS ========== %/
[ amememeeee Setters ----==---- */

function setMaxOraclePriceAge(uint _maxOraclePriceAge) public onlyOwner {
durations.maxOraclePriceAge = maxOraclePriceAge;
emit MaxOraclePriceAgeUpdated( maxOraclePriceAge);

function setExpiryDuration(uint _expiryDuration) public onlyOwner {
durations.expiryDuration = _expiryDuration;
emit ExpiryDurationUpdated( expiryDuration);

function setMaxTimeToMaturity(uint _maxTimeToMaturity) public onlyOwner {
durations.maxTimeToMaturiS/ = _maxTimeToMaturity;
emit MaxTimeToMaturityUpdated( maxTimeToMaturity);

function setPoolFee(uint _poolFee) public onlyOwner {
uint totalFee = poolFee + fees.creatorFee;
require(totalFee < SafeDecimalMath.unit(), "Total fee must be less than 100%.");
require(0) < totalFee, "Total fee must be nonzero.");
fees.poolFee = poolFee;
emit PoolFeeUpdated( _poolFee);

/

Sfunction setCreatorFee(uint _creatorFee) public onlyOwner {
uint totalFee = creatorFee + fees.poolFee;
require(totalFee < SafeDecimalMath.unit(), "Total fee must be less than 100%.");
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require(0 < totalFee, ”Tota;;fee must be nonzero.");
fees.creatorFee = _creatorFee;
emit CreatorFeeUpdated( creatorFee);

function setRefundFee(uint _refundFee) public onlyOwner {
require(_refundFee <= SafeDecimalMath.unit(), "Refund fee must be no greater than 100%.");
fees.refundFee = refundFee;
emit RefundFeeUpdated( refundFee);

function setCreatorCapitalRequirement(uint _creatorCapitalRequirement) public onlyOwner {
creatorLimits.capitalRequirement = _creatorCapitalRequirement;
emit CreatorCapitalRequirementUpdated( creatorCapitalRequirement);

function setCreatorSkewLimit(uint _creatorSkewLimit) public onlyOwner {
require(_creatorSkewLimit <= SafeDecimalMath.unit(), "Creator skew limit must be no greater than 1.");
creatorLimits.skewLimit = creatorSkewLimit;
emit CreatorSkewLimitUpdated( creatorSkewLimit);

function incrementTotalDeposited(uint delta) external onlyActiveMarkets notPaused {
_systemStatus().requireSystemActive(),
totalDeposited = totalDeposited.add(delta);

function decrementTotalDeposited(uint delta) external onlyKnownMarkets notPaused {
systemStatus().requireSystemActive();
7/ NOTE: As individual market debt is not tracked here, the underlying markets

/7 need to be careful never to subtract more debt than they added.
/" This can't be enforced without additional state/communication overhead.
totalDeposited = totalDeposited.sub(delta);
/
/H e Market Lifecycle ---------- */
function createMarket(
bytes32 oracleKey,
uint strikePrice,
bool refundsEnabled,

uint[2] calldata times, // [biddingEnd, maturity]
uint[2] calldata bids // [longBid, shortBid]

)
external
notPaused
returns (
7 IBinaryOptionMarket // no support for-returning BinaryOptionMarket polymorphically given the
interface

s

_systemStatus().requireSystemActive();
require(marketCreationEnabled, "Market creation is disabled");
require(_isValidKey(oracleKey), "Invalid key");

(uint biddingEnd, uint maturity) = (times[0], times[1]);
require(maturity <= now + durations.maxTimeToMaturity, "Maturity too far in the future");
uint expiry = maturity.add(durations.expiryDuration);

uint initialDeposit = bids[0].add(bids[1]);

require(mow < biddingEnd, "End of bidding has passed");
require(biddingEnd < maturity, "Maturity hpredates end gf'bia’dinf%
// We also require maturity < e)lc\/pz;?. But'there is no need to check this.
// Fees being in range are checked in the setters.

// The market itself validates the capital and skew requirements.

BinaryOptionMarket market = _factory().createMarket(
msg.sender,
[creatorLimits.capitalRequirement, creatorLimits.skewLimit],
oracleKey,
strikePrice,
refundsEnabled,
é éddingEnd, maturity, expiry],
ids,
[fees.poolFee, fees.creatorFee, fees.refundFee]

)
market.setResolverAndgyncCache(resolver);
_activeMarkets.add(address(market)),

// The debt can't be incremented in the new market's constructor because until construction is complete,
// the manager doesn't know its address in order to grant it permission.

totalDeposited = totalDeposited.add(initialDeposit),

_zUSD().transferFrom(msg.sender, address(market), initialDeposit);

emit MarketCreated(address(market), msg.sender, oracleKey, strikePrice, biddingEnd, maturity, expiry);
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return market;

function resolveMarket(address market) external {
require(_activeMarkets.contains(market), "Z\}ot an active market");
BinaryOptionMarket(market).resolve();
activeMarkets.remove(market);
~maturedMarkets.add(market);

/

function cancelMarket(address market) external notPaused {
re uire(iactiveMarkets.contains&narket), "Not an active market");
address creator = BinaryOptionMarket(market).creator();
require(msg.sender == creator, "Sender not market creator");
BinaryOptionMarket(market).cancel(msg.sender);
activeMarkets.remove(market);
emit MarketCancelled(market);

/

function expireMarkets(address[] calldata markets) external notPaused {
Sfor (uint i = 0; i < markets.length; i++) {
address market = markets/[i];

// The market itself handles decrementing the total deposits.
BinaryOptionMarket(market).expire(msg.sender);

// Note that we required that the market is known, which guarantees
// its index is defined and that the list of markets is not empty.
_maturedMarkets.remove(market);

emit MarketExpired(market);

/
/
/H e Upgrade and Administration ---------- */
function setResolverAndSyncCacheOnMarkets(AddressResolver '_resolver, BinaryOptionMarket[] calldata
marketsToSync)
external
onlyOwner

I
2 for (uint i = 0; i < marketsToSync.length; i++)}:
marketsToSync/[i].setResolverAndSyncCache( resolver);

/

function SetMarketCreationEnableci(bool enabled) public onlyOwner {
if (enabled != marketCreationEnabled) {
marketCreationEnabled = enabled;
emit MarketCreationEnabledUpdated(enabled),

/

function setMigratingManager(BinaryOptionMarketManager manager) public onlyOwner {
_migratingManager = manager;

function migrateMarkets(
BinaryOptionMarketManager receivingManager,
bool active,
BinaryOptionMarket[] calldata marketsToMigrate
) external onlyOwner {
uint numMarkets = marketsToMigrate.length;
if (\numMarkets == 0).{
return,

AddressSetLib.AddressSet storage markets = active ? _activeMarkets : _maturedMarkets;

uint runningDepositTotal;

for (uint i; 1<, _numMarkets, i++)
BinaryOptionMarket market = marketsToM;, mte}{z];
require(_isKnownMarket(address(market)), "Market unknown.");

// Remove it from our list and deposit total.
markets.remove address(marketg;
runningDepositlotal = runningDepositTotal.add(market.deposited());

// Prepare to tranj\v{er ownershg? to the new manager.
market.nominateNewOwner(address(receivingManager));

/

// Deduct the total deposits of the migrated markets.
totalDeposited = totalDeposited.sub(runningDepositTotal),
emit MarketsMigrated(receivingManager, marketsToMigrate);

// Now actually transfer the markets over to the new manager.
receivingManager.receiveMarkets(active, marketsToMigrate);

/

function receiveMarkets(bool active, BinaryOptionMarket[] calldata marketsToReceive) external {
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require(msg.sender == address(_migratingManager), "Only permitted for migrating manager.");

uint _numMarkets = marketsToReceive.length;
if (_ numMarkets == 0) {
return;

AddressSetLib.AddressSet storage markets = active ? _activeMarkets : _maturedMarkets;

uint runningDepositTotal;

for (uint i; [ < numMarkets; i++) {
BinaryOptionMarket market = marketsToReceive/i lk]
require(!_isKnownMarket(address(market)), "Market already known.");

market.accsptOwnership();

markets.add(address(market));

// Update the market with the new manager address,
runningDepositTotal = runningDepositTotal.add(market.deposited());

/
total%eyosited = totalDeposited.add(runningDefositTotal);
emit MarketsReceived(_migratingManager, marketsToReceive),

modifier onlyActiveMarkets() {
require(_activeMarkets.contains(msg.sender), "Permitted only for active markets.");

;-
modifier onlyKnownMarkets()

require(_isKnownMarket(msg.sender), "Permitted only for known markets.");
I
/¥ ========== EVENTS ==========%/
event MarketCreated(

address market,

address indexed creator,
bytes32 indexed oracleKey,
uint strikePrice,

uint biddingEndDate,

uint maturityDate,

uint expiryDate

)event MarketExpired(address markeZ,'
event MarketCancelled(address market);

event MarketsMigrated(BinaryOptionMarketManager receivingManager, BinaryOptionMarket[] markets);
event MarketsReceive%'(BinaryO tionMarketManager migratingManager, BinaryOptionMarket[] markets);
event MarketCreationEnabledUpdated(bool enabled);

event MaxOraclePriceAgeUpdated(uint duration),

event ExerciseDuration 5pdated( uint duration);

event ExpiryDurationUpdated(uint duration);

event MaxTimeToMaturityUpdated(uint duration);

event CreatorCapitalRequirementUpdated(uint value);

event CreatorSkewLimitUpdated(uint value);

event PoolFeeUpdated(uint fee),

event CreatorFeeUpdated(uint fee);

event RefundFeeUpdated(uint fee);

ContractStorage.sol
pragma solidity °0.5.16;

// Internal References
import "./interfaces/[AddressResolver.sol";

// https://docs.synthetix.io/contracts/source/contracts/contractstorage
contract ContractStorage {
1AddressResolver public resolverProxy;

mapping(bytes32 => bytes32) public hashes,

constructor(address _resolver) internal {
// ReadProxyAddressResolver
resolverProxy = IAddressResolver(_resolver);

function _memoizeHash(bytes32 contractName) internal veturns (bytes32) {
bytes32 hashKey = hashes[contractName/,;
if (hashKey == bytes32(0)) {
// set to unique hash at the time of creation
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hashKey = keccak256(abi.encodePacked(msg.sender, contractName, block.number));
hashesféontmctName = hashKey,

return hashKey;

[F==========V[EWS ==========%/
/¥ ========== RESTRICTED FUNCTIONS ========== %
function migmteContractKey(

bytes32 fromContractName,

bytes32 toContractName,
bool removeAccessFromPreviousContract
) external onlyContract(fromContractName) Z
require(ﬁashes[ﬁfomContmctName] = bytes32(0), "Cannot migrate empty contract”);

hashes|[toContractName] = hashes[fromContractName];
if (removeAccessFromPreviousContract) {

delete hashes[fromContractName];

emit KeyMigrated(fromContractName, toContractName, removeAccessFromPreviousContract);

modifier onlyContract(bytes32 contractName) {
address calli}ﬁContract = resolverProxy.requireAndGetAddress(
contractName,
"Cannot find contract in Address Resolver"”

)
require(callingContract == msg.sender, "Can only be invoked by the configured contract”);

/
/¥ ========== EVENTS ==========%/
event KeyMigrated(bytes32 fromContractName, bytes32 toContractName, bool

removeAccessFromPreviousContract);

DappMaintenance.sol
pragma solidity 0.5.16;

import "./Owned.sol";
// https://docs.synthetix.io/contracts/source/contracts/dappmaintenance

/* %
* @title DappMaintenance contract.
* @dev When the Synthetix system is on maintenance (upgrade, release...etc) the dApps also need
* to be put on maintenance so no transactions can be done. The DappMaintenance contract is here to keep a state

0
:/the dApps which indicates if yes or no, they should be up or down.

contract.DappMaintenance is Owned é
bool public.isPausedStaking = false;
bool public isPausedSX = false,

/* %
* @dev Constructor
%

constructor(address _owner) public Owned(_owner) {
require(_owner I= address(0), "Owner address cannot be 0");
owner =_owner;
emit OwnerChanged(address(0), _owner);

function setMaintenanceModeAll(bool isPaused) external onlyOwner {
isPausedStaking = isPaused;
isPausedSX = isPaused;
emit StakingMaintenance(isPaused);
emit SXMaintenance(isPaused),;

/

function setMaintenanceModeStaking(bool isPaused) external onlyOwner {
isPausedStaking = isPaused;
emit StakingMaintenance(isPausedStaking);

function setMaintenanceModeSX(bool isPaused) external onlyOwner {
isPausedSX = isPaused;
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emit SXMaintenance(isPausedSX);

event StakingMaintenance;bool isPaused);
event SXMaintenance(bool isPaused);

DebtCache.sol
pragma solidity 0.5.16;

// Inheritance

import "./Owned.sol";

import "./MixinResolver.sol";

import "./MixinSystemSettings.sol";
import "./interfaces/IDebtCache.sol";

// Libraries
import "./SafeDecimalMath.sol";

// Internal references

import "./interfaces/IIssuer.sol";

import "./interfaces/IExchanger.sol";

import "./interfaces/IExchangeRates.sol";
import "./interfaces/ISystemStatus.sol";

import "./interfaces/IEtherCollateral.sol";
import "./interfaces/IEtherCollateralsUSD.sol";
import "./interfaces/[ERC20.sol";

// https://docs.synthetix.io/contracts/source/contracts/debtcache

contract DebtCache is Owned, MixinResolver, MixinSystemSettings, IDebtCache {
using SafeMath for uint;
using SafeDecimalMath for uint;

uint internal _cachedDebt;

mapping(bytes32 => uint) internal _cachedSynthDebt;
uint internal _cacheTimestamp;

bool internal _cachelnvalid = true;

bytes32 internal constant zUSD = "zUSD";
bytes32 internal constant zBNB = "zBNB";

bytes32 private constant CONTRACT . ISSUER = "Issuer'";

bytes32 private constant CONTRACT EXCHANGER = "Exchanger";

bytes32 private constant CONTRACT EXRATES = "ExchangeRates";

bytes32 private constant CONTRACT SYSTEMSTATUS = "SystemStatus";

bytes32 private constant CONTRACT ETHERCOLLATERAL = "EtherCollateral";

bytes32 private constant CONTRACT ETHERCOLLATERAL SUSD = "EtherCollateralsUSD";

bytes32[24] private addressesToCache = [
CONTRACT ISSUER,
CONTRACT_EXCHANGER,
CONTRACT EXRATES,
CONTRACT SYSTEMSTATUS,
CONTRACT ETHERCOLLATERAL,
CONTRACT ETHERCOLLATERAL SUSD

],.
constructor(address _owner, address _resolver)
public
Owned(_owner)
MixinResolver(_resolver, addressesToCache)
p MixinSystemSettings()
!
[F==========V[EWS ==========%/

function issuer() internal view returns (Ilssueg {
return IIssuer(requireAndGetAddress(CONTRACT ISSUER, "Missing Issuer address"));

function exchan%ler() internal view returns (IExchan e;f{A{
return IExchanger(requireAndGetAddress(Ci O]§T CT EXCHANGER, "Missing Exchanger address"));

function exchangeRates() internal view returns (IExchangeRates) {

A rjj‘urn IExchangeRates(requireAndGetAddress(C NTRACZILEXRATES, "Missing  ExchangeRates
address”));

/

function systemStatus() internal view returns (ISystemStatus) {
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A r%urn 1SystemStatus(requireAndGetAddress(CONTRACT SYSTEMSTATUS, "Missing SystemStatus
address”));
/

function etherCollatemlCQ internal view returns (IEtherCollateral,

return IEtherCollateral(requireAndGetAddress(CONTRACT ETHERCOLLATERAL, "Missing
E tilzerCollateml address"));

function etherCollateralsUSD() internal view returns (IEtherCollateralsUSD) {
return

1EtherCollaterals USDjrequireAnd GetAddress(CONTRACT ETHERCOLLATERAL SUSD,
"1\/§issing EtherCollateralsUSD address"));

function dethnapshotStaleTime{) external view returns (uint) {
return getDebtSnapshotStaleTime();

function cachedDebt() external view returns (uint) {
return _cachedDebt;

function cachea’.SZ/nthDebt bytes32 currencyKey) external view returns (uint) {
return _cachedSynthDebt[currencyKey];

function cacheTimestamp() external view returns (uint) {
return _cacheTimestamp;

function cachelnvalid() external view returns (bool) {
return _cachelnvalid;

function _cacheStale(uint timestamp) internal view returns (bool) {
/ Note a 0 timestamp means that the cache is uninitialised.
// We'll keep the check explicitly in case the stale time is
// ever set to something higher than the current unix time (e.g. to.turn off staleness).
return getDebtSnapshotStaleTime() < block.timestamp - timestamp || timestamp == 0,

function cacheStal%Q external view returns (bool) {
return _cacheStale(_cacheTimestamp);

function _issuedSynthValues(bytes32[] memory currencyKeys, uint[] memory rates) internal view returns
(uint[] memory)
uint numValues = currencyKeys.length;
uint[] memory values = new uint/, éum Values);
1Synth[] memory synths = issuer().getSynths(currencyKeys),

for (uint i = 0; i < numValues, i++) {
bytes32 key = currencyKeyg/[ il;
address synthAddress = address(s m‘hg[ i]);
require(synthAddress != address%), "Zasset does not exist");
uint supply = IERC20(synthAddress).totalSupply(),

bool iszUSD = key == zUSD;

if (iszUSD || key == zBNB)é
IEtherCOI;/ateml etherCollateralContract = iszUSD
? [EtherCollateral(address (etherCollateralsUSD()))
: etherCollateral();
uint etherCollateralSupply = etherCollateralContract.totallssuedSynths();
supply = supply.sub(etherCollateralSupply),

values[i] = supply.multiplyDecimalRound(rates[i]);

return values;

function _currentSynthDebts(bytes32[] memory currencyKeys)
internal

view

returns (uint[] memory snxlssuedDebts, bool anyRatelsInvalid)

(uint[] memory rates, bool isInvalid) = exchangeRates().ratesAndInvalidForCurrencies(currencyKeys),
return (_issuedSynthValues(currencyKeys, rates), isInvalid);

function currentSynthDebts(bytes32/[] calldata currencyKeys)
external

view
returns (uint[] memory debtValues, bool anyRatelsInvalid)

return _currentSynthDebts(currencyKeys);
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/

function _cachedSynthDebts(bytes32[] memory currencyKeys) internal view returns (uint[] memory) {
uint numKeys = currencyKeys.length;
uint/, memo;gz debts = new uint/, ]%zumKeys);
Sfor (uint i = 0; i < numKeys, i++

debts[i] = cachedSynthDebt[currencyKeys[i]];

return debts;
/
function cachedSynthDebts(bytes32[] calldata currencyKeys) external view returns (uint[] memory

snxIssuedDebts) {
return _cachedSynthDebts(currencyKeys);

function _currentDebt() internal view returns (uint debt, bool anyRatelsInvalid) {
(uint[] memory values, bool isInvalid) = _currentSynthDebts(issuer().availableCurrencyKeys()),
uint numValues = values.length;
uint total;
for (uint i; i < numValues; i++) {
total = total.add(values[i]);

return (total, islnvalid),

function currentDebg) external view returns (uint debt, bool anyRatelsInvalid) {
return _currentDebt();

function cachelnfo()

externa

view

returns (
uint debt,
uint timestamp,
bool isInvalid,
bool isStale

uint time = _cacheTimestamp;
return (_cachedDebt, time, _cachelnvalid, _cacheStale(time));

// This function exists in case a synth is ever somehow removed without its snapshot being updated.
function purgeCachedSynthDebt(bytes32 currencyKey) external onlyOwner {

require(i issuerg).Synths(currencyKey ==ISynth(0), "Zasset exists");

delete _cachedSynthDebt[currencyKey];

function takeDebtSnapshot() external requireSystemActivegNotOwner {
bytes32[] memory currencyKeys = issuer().availableCurrencyKeys();
dint[ ] memory values, boolisInvalid) = _currentSynthDebts(currencyKeys),

uint numValues = values.length;

uint snxCollateralDebt;

for (uint i; i <numValues; i++) {
uint value = values/[i];
snxCollateralDebt = snxCollateralDebt.add(value);
~cachedSynthDebt[currencyKeys[i]] = value;

icachedDebt = snxCollateralDebt;
—cacheTimestamp = block.timestamp;

emit DebtCacheUpdated(snxCollateralDebt);
emit DebtCacheSnapshotTaken(block.timestamp);

// (in)validate the cache if necessary
_updateDebtCacheValidity(isInvalid),

/
function updateCachedSynthDebts(bytes32[] calldata currencyKeys) external requireSystemActivelfNotOwner

uint/] memo rates, bool anyRatelnvalid) =
exchangeRates().ratesAndInvalidForCurrencies(currencyKeys);
_updateCachedSynthDebts WithRates(currencyKeys, rates, anyRatelnvalid);

function updateCachedSynthDebtWithRate(bytes32 currencyKey, uint currencyRate) external onlylssuer {
bytes32[] mem?(;}]v synthKeyArray = new bytes32[](1);

synthKeyArray[0] = currencyKey;
uint[] memory synthRateArray = new uint[](1);

synt RateArra%()] = curre%;vRate;
_updateCachedSynthDebts WithRates(synthKeyArray, synthRateArray, false);
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function upa’;zteCachedSynthDebts WithRates(bytes32/[] calldata currencyKeys, uint[] calldata currencyRates)
externa
onlylssuerOrExchanger

_updateCachedSynthDebts WithRates(currencyKeys, currencyRates, false);

function updateDebtCacheValidity(bool currentlylnvalid) external onlylssuer {
) _updateDebtCacheValidity(currentlylnvalid);

function _updateDebtCacheValidity(bool currentlylnvalid) internal {
if (_cachelnvalid != currentlylnvalid) {
_cachelnvalid = currentlylnvalid;
emit DebtCache Validityghanged(currently]nvalid),'

/
/

function _updateCachedSynthDebtsWithRates(
bytes32[] memory currencyKeys,
uint[] memory currentRates,
bool anyRatelsInvalid
) internal {
uint numKeys = currencyKeys.length;
require(numKeys == currentRates.length, "Input array lengths differ");

// Update the cached values for each synth, saving the sums as we go.
uint cachedSum,
uint currentSum,
uint/, memo;gz currentValues = _issuedSynthValues(currencyKeys, currentRates);
for (uint i = 0, i < numKeys, i++)
bytes32 key = currencyKeys[i];
uint currentSynthDebt = currentValuei/ .Sl]
cachedSum = cachedSum.add( cachedSynthDebt[key]);
currentSum = currentSum.add(currentSynthDebt);
_cachedSynthDebt[key] = currentSynthDebt;

// Compute the difference and apply it to the snapshot
if (cachedSum != currentSum) {
uint debt = _cachedDebt;
// This requirement should never fail, as the total debt snapshot is the sum of the individual synth
// debt snapshots.
re%uzre(cachedSum <=debt, "Cached zasset sum exceeds total debt");
debt = debt.sub(cachedSum).add(currentSum);
_cachedDebt = debt;
emit DebtCacheUpdated(debt);

/

// A partial update can invalidate the debt cache, but a full snapshot must be performed in order
// to re-validgte it.
if (anyRateIs[nvaléa") {

_updateDebtCacheValidity(anyRatelsInvalid),

Sfunction _requireSystemActivelfNotOwner() internal view {
if (msg.sender != owner) {
systemStatus().requireSystemActive();

/

modifier requireSystemActivelfNotOwner() {
_requireSystemActivelfNotOwner();

;-

function _onlylssuer() internal view {
requireﬁvnsg.sender == address(issuer()), "Sender is not Issuer");

modifier onlylssuer() {
_onlylssuer(); 2

;-
function 7on}vlssuerOrExcha1§er() internal view {

require(msg.sender == address(issuer()) || msg.sender == address(exchanger()), "Sender is not Issuer or
Exchanger");
/

modifier onlylssuerOrExchanger() {
_onlylssuerOrExchanger();
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event DebtCacheUpdated(uint cachedDebt);
event DebtCacheSnapshotTaken(uint timestamg);
event DebtCacheValidityChanged(bool indexed isInvalid);

DelegateApprovals.sol
pragma solidity 0.5.16;

// Inheritance
import "./Owned.sol";
import "./interfaces/IDelegateApprovals.sol";

// Internal references
import "./EternalStorage.sol";

// https://docs.synthetix. io/contracts/source/contracts/delefateapprovals
contract DelegateApprovals is Owned, IDelegateApprovals {
bytes32 public constant BURN FOR ADDRESS = "BurnForAddress";
bytes32 public constant ISSUE FOR _ADDRESS = "IssueForAddress";
bytes32 public constant CLAIM FOR ADDRESS = "ClaimForAddress";
bytes32 public constant EXCHANGE FOR _ADDRESS = "ExchangeForAddress";
bytes32 public constant APPROVE_ALL =T"ApproveAll";

bytes32[5] private delegatableFunctions =
4 AP&’%gVE ALL, & [
BURN FOR ADDRESS,
ISSUE FOR ADDRESS,
CLAIM FOR ADDRESS,
EXCHANGE FOR _ADDRESS

/¥ ========== STATE VARIABLES ==========%/
EternalStorage public eternalStorage;

constructor(address _owner, EternalStorage _eternalStorage) public Owned( _owner) {
eternalStorage = _eternalStorage;

// Move it to setter and associatedState

// util to get key based on action name + address of authoriser + address for delegate
function _getKey(

bytes32 _action,

address _authoriser,

address _delegate
) internal pure veturns (bytes32) {

return keccak256, ag}i.encodzePacked(iaction, _authoriser, _delegate));

//'hash of actionName + address of authoriser + address for the delegate
function canBurnFor(address authoriser, address delegate) external view returns (bool) {
return _checkApproval(BURN FOR _ADDRESS, authoriser, delegate);

function canlssueFor(address authoriser, address delegate) external view returns (bool) {
return _checkApproval(ISSUE_FOR _ADDRESS, authoriser, delegate);

function canClaimFor(address authoriser, address delegate) external view returns (bool) {
return _checkApproval(CLAIM FOR_ADDRESS, authoriser, delegate);

function canExchangeFor(address authoriser, address delegate) external view returns (bool) {
return _checkApproval(EXCHANGE FOR _ADDRESS, authoriser, delegate);

function approvedAll(address authoriser, address dele, at? Rpublic view returns (bool) {
return eternalStorage.getBooleanValue( getKey(APPROVE ALL, authoriser, delegate));

// internal function to check approval based on action
// if approved for all actions then will return true
/7 efgre checking specific approvals
function _checkApproval(
bytes32 action,
address authoriser,
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address delegate
) internal view returns (bool) {
if (approvedAll(authoriser, delegate)) return true;

return eternalStorage.getBooleanValue( getKey(action, authoriser, delegate));

// Approve All
function approveAllDelegatePowers(address delefate) external {
_setApproval(APPROVE_ALL, msg.sender, delegate);

// Removes all delegate approvals
function removeAllDelegatePowers(address delegate) external {
for (uinti=0;i< 7dele§ambleFunctions.lengt sitt) {
_withdrawApproval(_delegatableFunctions[i], msg.sender, delegate),

/

// Burn on behalf
function approveBurnOnBehalf(address delegate) external 5
) _setApproval(BURN_FOR_ADDRESS, msg.sender, delegate);

function removeBurnOnBehaIl&zddress delegate) external {
_withdrawApproval(BURN _FOR_ADDRESS, msg.sender, delegate);

// Issue on behalf
function approvelssueOnBehalf(address delegate) external é
_setApproval(ISSUE_FOR_ADDRESS, msg.sender, delegate);

function removelssueOnBehal, 'gzddress delegate) external {
_withdrawApproval(ISSUE_FOR_ADDRESS, msg.sender; delegate);

// Claim on behalf
function approveClaimOnBehalf(address delegate) external
) _setApproval(CLAIM _FOR_ADDRESS, msg.sender, delegate);

function removeCZaimOnBehaAl/’(address a’elggate) external {
_withdrawApproval(CLAIM_FOR ADDRESS, msg.sender, delegate);

// Exchange on behaZ'
function approveExchangeOnBehalf(address delegate) external
) _setApproval(EXCHANGE FOR_ADDRESS, msg.sender, delegate);

function removeExchan%eOnBehal (address delggate) external {
_withdrawApproval(EXCHANGE FOR_ADDRESS, msg.sender, delegate);

function _setApproval(
bytes32 action,
address authoriser,
address delegate

) internal {
require(delegate != addres;{(?, "Can't delegate to address(())gp;
eternalStorage.setBooleanValue( getKey(action, authoriser, delegate), true);
emit Approval(authoriser, delegate, action);

function _withdrawApproval(
bytes32 action,
address authoriser,
address delegate
) internal {
// Check a[p roval is set otherwise skip deleting approval
if (eterna Sg)rage.getBoolean Value( _getKey(action, authoriser, delegate))) {
eternalStorage.deleteBooleanValue(_ getKey(action, authoriser, delegate));
emit WithdrawApproval(authoriser, Hglegate, action);

/

function setEternalStorage(EternalStorage _eternalStorage) external onlyOwner {
require(address(_eternalStorage) != address(0), "Can't set eternalStorage to address(0)");
eternalStorage = 7eternalSt0r§e;
emit Eterna/:%tomgeUpdated(a dress(eternalStorage));

/¥ ========== EFVENTS ==========%/
event Approval(address indexed authoriser, address delegate, bytes32 action),
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event WithdrawApproval(address indexed authoriser, address delegate, bytes32 action);
event EternalStorageUpdated(address newEternalStorage);

Depot.sol
pragma solidity 0.5.16;

// Inheritance

import "./Owned.sol";

import "./Pausable.sol";

import "o/penzep elin—solidit’y—Z. 3.0/contracts/utils/ReentrancyGuard.sol";
import "./MixinResolver.sol";

import "./interfaces/IDepot.sol";

// Libraries
import "./SafeDecimalMath.sol";

// Internal references
import "./interfaces/IERC20.so0l";
import "./interfaces/IExchangeRates.sol";

// https://docs.synthetix.io/contracts/source/contracts/depot

contract Depot is Owned, Pausable, ReentrancyGuard, ﬁdixinResolver, IDepot {
using SafeMath for uint;
using SafeDecimalMath for uint;

bytes32 internal constant HZN = "HZN";
bytes32 internal constant BNB = "BNB";

// Address where the ether and Synths raised for selling HZN is transfered to

// Any ether raised for selling Synths gets sent back to whoever deposited the Synths,
// and doesn't have anything to do with this address.

address payable public fundsWallet;

/* Stores deposits from users. */
struct SynthDepositEntry {
// The user that made the deposit
address payable user;
// The amount (in Zassets) that they deposited
uint amount,

/* User deposits are sold on a FIFO (Firstin First out) basis. When users deposit
zassets with us, they get added this queue, which then gets fulfilled in order.
Conceptually this _/%}ts well'in an array, but then when users fill an order we
end up copying the whole array around, so better to use an index mapping instead
for gas performance reasons.

The indexes are specified (inclusive, exclusive), so (0, 0) means there's nothing
in the array, and (3, 6) means there are 3 elements at 3, 4, and 5. You can obtain
the length of the "array" by Zuerying depositEndIndex - depositStartIndex. All index
operations use safeAdd, so there is no way to overflow, so that means there is a
very large but finite amount qu deposits this contract can handle before it fills up. */
mapping(uint => SynthDepositEn ryfpublic deposits;
/. The starting index of our queue inclusive
uint public depositStartIndex;
// The ending index of our queue exclusive
uint public depositEndIndex;

/* This is a convenience variable so users and dApps can just query how much zUSD
we have available for purchase without having to iterate the mapping with a
O(n) amount of callsggr something we'll probably want to display quite regularly. */
uint public totalSellableDeposits;

// The minimum amount of zUSD required to enter the FiFo queue
uint public minimumDepositAmount = 50 * SafeDecimalMath.unit();

// A cap on the amount o}{ zUSD !ou can b%y with BNB in 1 transaction
uint public maxEthPurchase = 500 * SafeDecimalMath.unit();

// If a user deposits a zasset amount < the minimumDepositAmount the contract will keep
// the total of small deposits which will not be sold on market and the sender

// must call withdrawMyDepositedSynths() to get them back.

mapping(address => uint) public smallDeposits;

bytes32 private constant CONTRACT ZASSETZUSD = "ZassetzUSD";
bytes32 private constant CONTRACT EXRATES = "ExchangeRates";
bytes32 private constant CONTRACT SYNTHETIX = "Synthetix";

bytes32[24]  private addressesToCache = [CONTRACT ZASSETZUSD, CONTRACT EXRATES,
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CONTRACT SYNTHETIX],

constructor(
address _owner,
address payable _fundsWallet,
address _resolver
) public Owned(_owner) Pausable() MixinResolver(_resolver, addressesToCache) {
fundsWallet = _fundsWallet;

function setMaxEthPurchase(uint _maxEthPurchase) external onlyOwner {
maxEthPurchase = maxEthPurchase,
emit MaxEthPurchaseUpdated(maxEthPurchase);

/* %
* @notice Set the funds wallet where BNB raised is held
:/ )pparam _fundsWallet The new address to forward BNB and Zassets to

function setFundsWallet(address payable _fundsWallet) external onlyOwner {
SfundsWallet = ”funds Wallet,
emit FundsWalletUpdated(fundsWallet);

/

/**

* @notice Set the minimum deposit amount required to dﬁgoist zUSD into the FIFO queue
* @param _amount The new new minimum number of zUSD required to deposit
*/ -

function setMinimumDepositAmount(uint _amount) external onlyOwner {
// Do not allow us to set it less than I dollar opening up 10 fractional desposits.in the queue again
require(_amount > SafeDecimalMath.unit(), "Minimum deposit amount must be greater than UNIT");
minimumDepositAmount = _amount;
emit MinimumDepositAmountUpdated(minimumDepositAmount);

/**

:/@notice Fallback function (exchanges BNB to zUSD)

function() external pa%able nonReentrant rateNotlnvalid(BNB) notPaused {
_exchangeEtherForSynths();

/* %
:/@notice Exchange BNB to zUSD.

/* solhint-disable multiple-sends, reentrancy */
function exchangeEtherForSynths()
external
payable
nonReentrant
rateNotInvalid(BNB)
notPaused
returns (
uint // Returns.the number of Zassets (zUSD) received

return _exchangeEtherForSynths();

function _exchangeEtherForSynths() internal returns (uint) {
require(msg.value <= maxEthPurchase, "BNB amount above maxEthPurchase limit");
uint ethToSend;

// The multiplication works here because exchangeRates().rateForCurrency(BNB) is specified in

// 18 decimal places, just like our currency base.

uint requestedToPurchase = msg.value.multiplyDecimal(exchangeRates().rateForCurrency(BNB)),
uint remainingToFulfill = requestedToPurchase;

// Iterate through our outstanding deposits and sell them one at a time.
for (uint i = depositStartindex, remainingToFulfill > 0 && i < depositEndIndex; i++) {
SynthDepositEntry memory deposit = deposits[i];

// If it's an empty spot in the queue from a previous withdrawal, just skip over it and
/7 l/{ date the é?ut)e}ug It's alrez?dy begn deletléd. / P
if (deposit.user == address(0)) {
Jel dfpositStartIndex = depositStartindex.add(1);
else
/} If the deposit can more than fill the order, we can do this
// without touching the structure of our queue.
if (deposit.amount > remaining ToFulfil ;
// Ok, this deposit can fulfill the whole remainder. We don't need
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// to change anything about our queue we can just fulfill it.

// Subtract the amount from our deposit and total.

uint newAmount = deposit.amount.sub(remaining ToFulfill),

deposits[i] = SynthDepositEntry({user: deposit.user, amount: newAmount});

totalSellableDeposits = totalSellableDeposits.sub(remainingToFulfill);

// Transfer the BNB to the depositor. Send is used instead of transzfer
// s0 a non payable contract won't block the FIFO queue on a failed

// BNB payable for zassets transaction. The proceeds to be sent to the

// synthetix foundation funds wallet. This is to protect all depositors

//in the queue in this rare case that may occur.

ethToSend =

remainingToFulfill.divideDecimal(exchangeRates().rateForCurrency(BNB)),

// We need to use send here instead of transfer because transzfer reverts
// if the recipient is a non-payable contract. Send will just tell us it
// failed by returnin%false at which point we can continue.
if (!deposit.user.send(ethToSend)) {
jzlznds Wallet.transfer(ethToSend);

Jel erlnit NonPayableContract(deposit.user, ethToSend),

else
e;nit ClearedDeposit(msg.sender, deposit.user, ethToSend, remainingToFulfill, i);

// And the Zassets to the recipient.

// Note: Fees are calculated by the Zasset contract, so when
/) we request a specﬂ’/i/zc transfer here, the fee is

/7 automatically deducted and sent to the fee pool.
synthsUSD().transfer(msg.sender, remainingToFulfi 15 ;

// And we have nothing left to fulfill on this order.
remainingToFulfill = 0,

} else if (deposit.amount <= remainingToFulfill) {

/
/
/

// We need to fulfill this one in its entirety and kick it out of the queue.
// Start by kicking it out of the queue.

// Free the storage because we can.

delete deposits| 5 ;

// Bump our start index forward one.

depositStartIndex = depositStartIndex.add(1);

// We also need to tell our total it's decreased

totalSellableDeposits = totalSellableDeposits.sub(deposit.amount);

// Now fulfill by transfering the BNB to the depositor. Send is used instead of transfer
// so a non payable contract won't block the FIFO queue on a failed

// BNB payable for zassets transaction. The proceeds to be sent to the

// synthetix foundation funds wallet. This is to protect all depositors

//in the queue in this rare case that may occur.

ethToSend =deposit.amount.divideDecimal(exchangeRates().rateForCurrency(BNB)),

// We need to use send here instead of transfer because transzf'er reverts
// if the recipient is a non-payable contract. Send will just tell us it
// failed by returning false at which point we can confinue.
if (!{deposit.user.send(ethToSend)) {
jgnds Wallet.transfer(ethToSend),

Jel erlnit NonPayableContract(deposit.user, ethToSend),

else
e;nit ClearedDeposit(msg.sender, deposit.user, ethToSend, deposit.amount, i);

// And the Zassets to the recipient.

// Note: Fees are calculated by the Zasset contract, so when
// we request a specﬂ’/i/zc transfer here, the fee is

/) automatically deducted and sent to the fee pool.
synthsUSD().transfer(msg.sender, deposit.amount);

// And subtract the order from our outstanding amount remaining
// for the next iteration of the loop.
remainingToFulfill = remaining ToFulfill. sub(deposit.amount);

// Ok, if we're here and 'remainingToFulfill' isn't zero, then
// we need to refund the remainder of their BNB back to them.
if (remainingToFulfill > 0) {
msg.sender.transfer(remaining ToFulfill.divideDecimal(exchangeRates().rateForCurrency(BNB)));

// How many did we actually give them?
uint fulfilled = requestedToPurchase.sub(remainingToFulfill);

if (fulfilled > 0) {
// Now tell everyone that we gave them that many (only if the amount is greater than 0).
emit Exchange("BNB", msg.value, "zUSD", fulfilled);
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return fulfilled;

/* solhint-enable multiple-sends, reentrancy */
/* %

* @notlce Exchange BNB to zUSD while insisting on a particular rate. This allows a user to

exchange while protecting against frontrunning by the contract owner on the exchange rate.
* @param guaranteedRate The exchange rate (ether prlce)gwhzch must be honored or the call will revert.
*/

function exchangeEtherForSynthsAtRate(uint guaranteedRate)
external

payable
rateNotInvalid(BNB)
notPaused
returns (
uint // Returns the number of Zassets (zUSD) received

require(guaranteedRate == exchangeRates().rateForCurrency(BNB), "Guaranteed rate would not be
received”);

return _exchangeEtherForSynths();

function _exchangeEtherForSNX() internal returns (umt) {
// How many HZN are they (Zozng to be recetvm%
uint synthetixToSend = synthetixReceivedForEther(msg.value);

// Store the BNB in our funds wallet
fundsWallet.transfer(msg.value);

// And send them the HZN.
synthetix().transfer(msg.sender, synthetixToSend);

emit Exchange("BNB", msg.value, "HZN", synthetixToSend);

return synthetixToSend;

/

/* %
:/@notice Exchange BNB to HZN.

function exchangeEtherForSNX()
external
payable

rateNotInvahd(HZN)
rateNotInvalid(BNB)
notPaused

returns (

uint // Returns the number of HZN received

s
14

/

/* %
* @notlce Exchange BNB to HZN while znszstnf on a particular set of rates. This allows a user to

return _exchangeEtherForSNX(),

exchange while protecting against frontrunning by the contract owner on the exchange rates.
jparam guaranteedEtherRate The ether exchange rate which must be honored or the call will revert.
jparam guaranteedSynthetixRate The synthetix exchange rate which must be honored or the call will revert.

functzon exchlangeEtherF orSNXAtRate(uint guaranteedEtherRate, uint guaranteedSynthetixRate)
externa
payable
rateNotlnvalid(HZN)
rateNotInvalid(BNB)
notPaused
returns (
uint // Returns the number of HZN received
I
2 require(; guaranteedEtherRate == exchangeRates().rateForCurrency(BNB), "Guaranteed ether rate
would not be received”);

require(
guamnteedS nthetixRate == exchangeRates(). rateForCurrency(HZN)
"Guaranteed synthetix rate would not be received"

)
return _exchangeEtherForSNX();
Junction _exchangeSynthsForSNX(uint synthAmount) internal returns (uint) {
// How many HZN are they (Zozng to be receiving?
uint synthetixToSend = synthetixReceivedForSynths(synthAmount);

// Ok, transfer the Synths to our funds wallet.
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// These do not go in the deposit queue as they aren't for sale as such unless
// they're sent back in from the funds wallet.
synthsUSD().transferFrom(msg.sender, fundsWallet, synthAmount);

// And send them the HZN.
synthetix().transfer(msg.sender, synthetixToSend);

emit Exchange("zUSD", synthAmount, "HZN", synthetixToSend);

return synthetixToSend;

/* %
* @notice Exchange zUSD for HZN
:/ pparam synthAmount The amount of synths the user wishes to exchange.

function exchangeSynthsForSNX(uint synthAmount)
external
rateNotInvalid(HZN)
notPaused
returns (
uint // Returns the number of HZN received

s
14

/

/**

* @notice Exchange zUSD for HZN while insisting on a particular rate. This allows a user to

* exchange while protecting against frontrunning by the contract owner on the exchange rate.
* @param synthAmount The amount of synths the user wishes to exchange.

:/ )param guaranteedRate A rate (synthetix price) the caller wishes.to_insist upon.

function exc/lzangeSynthsF orSNXAtRate(uint synthAmount, uint guaranteedRate)
externa
rateNotInvalid(HZN)
notPaused
returns (
uint // Returns the number of HZN received

return _exchangeSynthsForSNX(synthAmount);

s
14

) d)require(guaranteedRate == exchangeRates().rateForCurrency(HZN), "Guaranteed rate would not be
received");

return _exchangeSynthsForSNX(synthAmount);

/* %
* @notice Allows the owner towithdraw HZN from this contract if needed.
* @param amount The amount of HZN to attempt to withdraw (in 18 decimal places).
*/
function withdrawSynthetix(uint amount) external onlyOwner {
synthetix().transfer(owner, amount);

//. We don't emit our own events here because we assume that anyone
#/ who wants to watch what the Depot is'doing can

N just watch ERC20 events from the Synth and/or Synthetix contracts
//}iltered to our address.

/
/**

*@notice-Allows a user to-withdraw all of their previously deposited synths from this contract if needed.
* Developer note: We could keep an index ofv address to deposits to make this operation more

efficient
* but then all the other operations on the queue become less efficient. It's expected that this
* Sfunction will be very rarely used, so placing the inefficiency here is intentional. The usual
* use.case does not involve a withdrawal.
*/

function withdrawMyDepositedSynths() external {
uint synthsToSend = 0,

for (uint i = depositStartndex, i < depositEndIndex; i++) {
SynthDepositEntry memory deposit = deposits[i];

if (deposit.user == msg.sender) {
// The user is withdrawing t%is deposit. Remove it from our queue.
// We'll just leave a gap, which the purchasing logic can walk past.

synthsToSend = synthsToSend.add(deposit.amount);
elete de%osits[ l/]«y
//Let the DApps know we've removed this deposit
) emit SynthDepositRemoved(deposit.user, deposit.amount, i);
/
// Update our total

totalSellableDeposits = totalSellableDeposits.sub(synthsToSend);
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// Check if the user has tried to send deposit amounts < the minimumDepositAmount to the FIFO
// queue which would have been added to this mapping for withdrawal only

synthsToSend = synthsToSend.add(smallDeposits[/msg.sender]);

smallDeposits[msg.sender] = 0;

// If there's nothing to do then go ahead and revert the transaction
require(synthsToSend > 0, "You have no deposits to withdraw.");

// Send their deposits back to them (minu;fees)
synthsUSD().transfer(msg.sender, synthsToSend);

) emit SynthWithdrawal(msg.sender, synthsToSend),

/* %
* @notice depositSynths: Allows users to deposit synths via the approve / transferFrom workflow
* @param amount The amount of zUSD you wish to deposit (must have been approved first)
*/
Sfunction depositSynths(uint amount) external {
// Grab the amount of synths. Will fail if not approved first
synthsUSD().transferFrom(msg.sender, address(this), amount);

// A minimum deposit amount is designed to protect purchasers from over paying

// gas for fullfilling multiple small synth deposits

if (amount < minimumDepositAmount) {
// We cant fail/revert the transaction or send the synths back in a reentrant call.
// So we will keep your synths balance seperate from the FIFO queue so you can withdraw them
smallDeposits[msg.sender] = smallDeposits[msg.sender].add(amount);

Jel erlnit SynthDepositNotAccepted(msg.sender, amount, minimumDepositAmount);
else
/} Ok, thanks for the deposit, let's %’ueue it up.

deposits[depositEndIndex] = Synt DepositEnt%({user: msg.sender, amount: amount});
emit SynthDeposit(msg.sender, amount, depositEndIndex);

// Walk our index forward as well.
depositEndIndex = depositEndIndex.add(1);

// And add it to our total.
totalSellableDeposits = totalSellableDeposits.add(amount);

/* %
* @notice Calculate how many HZN you will receive if you transfer
%

an amount of synths.
:/@param amount The amount of synths (in 18 decimal places) you want to ask about

function synthetixReceivedF orSynths(uint amount) fublic view returns (uint) {
// And what would that be worth in HZN based on the current price?
return amount.divideDecimal(exchangeRates().rateForCurrency(HZN)),

/* %
: @notice Caleulate how many HZN you will receive if you transfer

an amount of ether. .
* @param amount The amount of ether (in wei) you want to ask about
%

Sfunction synthetixReceivedForEther(uint amount) public view returns (uint) {
// Howmuch is the BNB they sent us worth in zUSD (ignoring the transfer fee)?
uint valueSentInSynths = amount.multiplyDecimal(exchangeRates().rateForCurrency(BNB));

// Now,-how many HZN will that USD amount buy?
return synthetixReceivedForSynths(valueSentInSynths);

/* %
* @notice Calculate how many synths you will receive if you transfer
* an amount of ether.
* @param amount The amount of ether (in wei) you want to ask about
%

function synthsReceivedForEther(uint amount) public view returns (uint) {

// How many synths would that amount of ether be worth?
return amount.multiplyDecimal(exchangeRates().rateForCurrency(BNB));

function synthsUSD() internal view returns (IERC20) {
return IERC20(requireAndGetAddress(CONTRACT ZASSETZUSD, "Missing ZassetzUSD address"));

function Synthetixy internal view returns (IERC20) {
return IERC20(requireAndGetAddress(CONTRACT SYNTHETIX, "Missing Horizon address"));
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function exchangeRates() internal view returns (IExchangeRates) {

d ))return IExchangeRates(requireAndGetAddress(CONTRA C T EXRATES, '"Missing ExchangeRates
address"));
/

modifier rateNotInvali lgbytev32 currencyKey) {
requzre( lexchangeRates().ratelsInvalid(currencyKey), "Rate invalid or not a zasset");

event MaxEthPurchaseUpdated(uint amount);
event FundsWalletUpdated(address newFundsWallet);
event Exchange(string Z/‘ romCurrency, uint fromAmount, string toCurrency, uint toAmount);
event S nthWithdrawa 5 ddress user; uint amount);
event SynthDepovzt(ad ress indexed user, uint amount, uint indexed depositindex);
event SynthDepovztRemoved(addrew indexed user, uint amount, uint indexed depositindex);
event SynthDepositNotAccepted(address user, uint amount, uint minimum);
event MinimumDepositAmountUpdated(uint amount)
event NonPayableContract(address indexed receiver, uint amount);
event ClearedDeposit(
address indexed fromAddress,
address indexed toAddress,
uint fromETHAmount,
uint toAmount,
uint indexed depositIndex

EmptyEtherCollateral.sol

pragma solidity "0.5.16;

// Empty contract for ether collateral placeholder for OVM

// https://docs.synthetix. zo/contractv/vource/contractv/emptyethercollateml
contract EmptyEtherCollateral {

function total]svuedSynthv& external pure returns (uint) {
return 0;

EscrowChecker.sol
pragma solidity "0.5.16;
interface ISynthetixEscrow {
function numVestingEntries(address account) external view returns (uint);

function getVestingScheduleEntry(address account, uint index) external view returns (uint{2] memory);

// https:/ldocs.synthetix.io/contracts/source/contracts/escrowchecker
contract EscrowChecker i
ISynthetixEscrow public.synthetix_escrow;

constructor(ISynthetixEscrow _esc) public {
synthetix_escrow = _esc;

function checkAccountSchedule(address account) public view returns (uint[16] memory) {
uint[16] memory _resull,
uint schedules = synthetzx escrow.numVestingEntries(account);
for (uint i = 0; i < schedules; i++) {
uint[2 msrgory pazr = synthetzx escrow.getVestingScheduleEntry(account, i);
result[i
“result[i * 2 + ] pazr[ ];

return _result;

EternalStorage.sol
pragma solidity 0.5.16;

// Inheritance
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import "./Owned.sol";
import "./State.sol";

;/* {zkttps://docs.synthetix. io/contracts/source/contracts/eternalstorage
* }(’@notice This contract is based on the code available from this blog

* https://blog.colony.io/writing-upgradeable-contracts-in-solidity-6743f0eecc88/

* Implements support for storing a keccak256 key and value pairs. It is the more flexible
* and extensible option. This ensures data schema changes can be implemented without
:/requiring upgrades to the storage contract.

contract EternalStorage is Owned, State {
constructor(address _owner, address _associatedContract) public Owned(_owner) State(_associatedContract)

/¥ ========== DATA TYPES ==========%/
mapping(bytes32 => uint) internal UlntStorage;
mapping(bytes32 => string) internal StringStorage;
mapping(bytes32 => address) internal AddressStorage;
mapping(bytes32 => bytes) internal BzytesStora e
mapping(bytes32 => bytes32) internal B tes32§torage;
mapping(bytes32 => bool) internal BooleanStorage;
mapping(bytes32 => int) internal IntStorage;

// UlntStorage;
function getUlntValue(bytes32 record) external view returns (uint) {
return UlntStorage[record];

function setUlntValue(bytes32 record, uint value) external onlyAssociatedContract {.
UlntStorage[record] = value;

function deleteUlIntValue(bytes32 record) external onlyAssociatedCo